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Abstract
Cloud computing is an emerging technology which could replace traditional IT systems. Cloud computing makes it possible for an organizations’ IT to be more flexible, save costs and process information and data faster than with traditional IT. The problem though lies in the riskiness of this new technology. It is important to know whether value can be added for (growing or upcoming) ‘ICT intensive’ (Meaning core business uses ICT) organizations through using cloud computing. 
The existing approaches on this problem mainly focus on one side of computing, either benefits or risks. Also these approaches are often focused on the end user of the cloud and not the organizations using it.

Different aspects such as the (valuable) possibilities of cloud computing are discussed as also the risks and issues that cloud computing brings. It is necessary to point out the different views and aspects of cloud computing in order to provide a meaningful conclusion at the end of this research and say something useful about the possible implementation of cloud computing in ICT intensive companies.
This Master Thesis contains an introduction to the topic of cloud computing and relevant literature in the topic’s area. Besides this the methodology, risks and benefits, interviews, own created models, risk assessment, conclusions, used literature and appendices are included.
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1 Introduction
The first chapter of this document introduces the topic of cloud computing in general. Together with the introduction, the main and sub-questions are stated and explained. Besides this, the scope of the thesis and the expected result are discussed.

1.1 What is cloud computing
Many possible definitions are to be found for cloud computing. Most of them focus on the technology only (Mell 2011 & Vaquero 2009). Research has been done in order to combine all these different definitions to come up with one (proposed) uniform definition by Vaquero (2009). Cloud computing can best be described as a giant pool which contains hardware, software and other services that can be accessed through the “cloud”. All these resources can be accessed whenever necessary. In most cases the provider of the cloud sells his service as pay-per-use. This means that there is high flexibility in the use of these services as extra resources are always available (Strickland 2011).
The definition as described above still leaves a lot of questions about what cloud computing actually is. The giant pool as mentioned earlier refers to the available hardware, software and services as provided by cloud providing organizations. These organizations such as Google and amazon have hardware, software and services running on their own servers at certain fixed locations.
According to the Wikipedia definition of Cloud computing the important three layers are: Applications, Platforms and infrastructure. The application layer (or Software as a service [SaaS]) provides software to potential users, though the users are not able to make any changes in the software. The provider of this software has total control over it. The platform layer (Platform as a service [PaaS]) offers more space for input from the user. The framework and infrastructure are handled by the provider but the user has more input for the applications. IaaS (Infrastructure as a Service) or cloud infrastructure represents the networks and the servers. This layer gives the users the possibility to decide about what happens with the hardware. This Wikipedia definition is supported by papers of Vaquero (2009) and Mell (2009).
Although the previous described distinction has been made for a long time, Armbrust et al (2010) think different. As there are still no clear definitions about what Saas, PaaS and IaaS are, and the line between lower-level infrastructure and high level platforms are not clear, they think they both are more the same than that they are different. On the other side, this thesis works upon the idea that these layers do provide differences and will thus be described more thoroughly in the literature review.
There is also a distinction made between different clouds according to Armbrust et al (2010), a public cloud, utility computing and private cloud. The public cloud refers to the pay-as you-go setup of a cloud, so you pay for what you need and the time you need it. Utility computing refers to when a service is actually being sold, whereas the private cloud refers to a cloud that is only accessible for the organization where it is positioned and not to the outside public. In the last case it is important that the organization is of such a large form that they can benefit from having cloud computing.

As it becomes clear, there is no uniform definition yet for cloud computing, though they all point into the same direction. It is also made clear that there is definitely a prosperous future for cloud computing (Hayes 2008). He mentions that software is moving towards the cloud in the future whereas it currently comes from the local pc’s. It is expected that users and developers will follow this trend. Often people do not know that they are using cloud computing. A simple example is Gmail or Google docs (http://docs.google.com/support/). It is a very good example as this is a free service and is explains perfectly what cloud computing is. Google doc makes it possible for you, and other users, to work online with a word processer with multiple users logged on. The complete document and service are stored online. Any changes made to a document appear real-time to the other users. 
The point of this thesis is to show how such systems of cloud computing could help organizations and provide benefits for them. Depending on the sort of company, there are a lot of reasons to think why they need additional hardware or software. The problem will not be purchasing this software, but the high prices are. Cloud computing is relatively much cheaper than when you buy actual software licenses or hardware. Besides this, think of organizations that only need temporarily additional soft- or hard-ware (computing power). It would be a waste of investment to purchase additional hardware and software.
Most growing, starting or expanding (or even large) IT intensive organizations would probably save costs and gain flexibility when using cloud computing (Armbrust et al 2009). Though it is important to research whether this statement is completely true and also to research if the benefits exceed the risks of having cloud computing.

1.2 Research question

The main problem that arises after the introduction is to assess changes that have to be made by organizations. This problem arises when they would use cloud computing in order to expand or start, or maybe only temporarily use the cloud. There is a change in infrastructure as the organizations shift their processing units to another source and location. The technology brings new benefits, but new technology also brings risk. Therefore the main question is:
“What effect can the use of Cloud computing have on IT intensive organizations?”

1.3 Sub-questions

The goal is to answer the main question at the end of this research. This question is very general and therefore divided into several sub questions. These questions discuss several topics in the scope of cloud computing in an IT intensive organization.

The sub questions:

“How can an organisation benefit from using cloud computing compared to other solutions?”
Implementing cloud computing into the current system of an organisation is not easy, it needs a complete revision of current IT. More important is to implement and use it in such a way that it provides benefits for the organization compared with their current way of working. In theory it should provide a performance increase in the organizations which would result in monetary improvements. However, it is also important to take a look from the other perspective as cloud computing could also cause damage to an IT organisation. This brings us to the next sub-question.
“What are possible issues that occur with cloud computing?”

The first sub-question focuses more on the beneficial side of cloud computing whereas this question aims more at the possible issues that can occur with cloud computing. This means that there are also arguments which can be against cloud computing in an organisation. It is important to know the risks  in order to give a good conclusion about whether to use cloud computing or not. No technology is riskless, which arises a new question to mind about security. It is important to compare the risks of cloud computing with current situation of an organisation to see if it is really beneficial and also to determine the possible impact of these possible issues.
“What are the cloud security risks and how must they be handled?”

With cloud computing, in a few simple words, you are outsourcing your hardware and software services. IT intensive organizations might use this hard and software in order to perform their core business. They will then actually put the systems, managing their core business, in other organizations’ hands. How can their security be guaranteed so that they won’t encounter any damage of outsourcing their systems? How are their current systems secured? What would be better and why?
“How would cloud computing change an organizations’ IT infrastructure?”
This question is an important one to be taken into account. Using cloud computing will result in a major shift of hard and software services. This causes a huge change in the current IT infrastructure. The IT infrastructure will need revision in order to adapt it to cloud computing. Think of maintenance, security, customer service, employee training etc.

“Can the risks of Cloud Computing be assessed, and what impact do they have on an organization?”

This question will show a possible risk assessment of the most important risks. It will compare the risk of a possible issue and also the impact that it has on the organization using cloud computing. This could help an organization determining whether this technology provides greater risk than their current systems. 
1.4 Scoping

This thesis focuses mainly on the users of cloud computing. By users are meant organizations or organisations which use a lot of IT because in that case cloud computing should result in the highest gains. Private users are not considered in this thesis. Even more specific, a selection of IT intensive organizations will be interviewed. Providers are also in the scope of this research as they have to guarantee security. The focus lies on organizations that are related to cloud computing and/or are starting a business, expanding a business or temporarily could need extra IT services. We expect that in these cases cloud computing is especially useful because it has financial benefits and it increases flexibility for smaller organizations.
Out of this scope are the technical aspects of cloud computing as far as we do not need to explain certain parts or “the black box” of cloud computing. They will be explained and mentioned briefly, however there is no research done in this area as it is not in the scope of this thesis to research cloud computing itself.  The focus lies on the use of cloud computing for organizations.
1.5 Chapter summary

Cloud computing is described briefly in this section as an introduction in relation to both this thesis topic and the research. The introduction led to the formation of the research question: “What effect has the use of Cloud computing on IT intensive organizations?”. This question will be answered with the help of four sub-questions. The focus lies thus mainly on the client side of cloud computing and in general to the organizations. Technical aspects and improvements are out of the scope of this thesis. In general the expected results of this thesis are to be positive in a sense that cloud computing could provide benefits to IT intensive organization even though there are some risks and issues. In the next chapter we discuss the methodology. 
2 Methodology
This chapter describes the methodology used to do this research. It begins with discussing methodology used in general. Besides this we discuss the research procedure, data analysis techniques and the resources used to conduct this research. Furthermore this chapter describes the thesis outline, which also contains the risk assessment made in this thesis.
2.1 Methodology
This master thesis begins with introducing the topic area and research questions. Equally important is the literature that has been reconciled on beforehand. A literature review forms the basis for this research and provides sources to scientific papers that give insight into cloud computing in an organizational environment. Scientific papers are to be found about the risks and problems that appear with cloud computing. There are not yet many solutions that are linked with cloud computing’s problems, there are made only suggestions to solve the issues.

Besides Scientific papers there are also several books published in the area of cloud computing. These books will help to form the basis for the literature review together with the scientific papers. Further additions for this thesis are found on websites, journals and blogs.
The interviews are focussed on organizations that use (Or possibly can use in the future) cloud computing as a customer. The amount of interviews is difficult to estimate on beforehand, but at the end of 3 interviews with (possible) cloud users and a conversation via chat and phone with a cloud provider the results that came out are very similar. This could also be a limitation, because it is hard to generalize based upon 4 sources. However, based upon these interviews I do not expect to find major differences when taking 30 or 40 interviews. The organizations as chosen are based upon their location in the market. So we have a cloud provider, a cloud user, a cloud user which uses cloud computing also as solution for their customers, and a small ICT organization. If we look at for example the cloud provider Rackspace, we can see from the website that revenues are growing. This shows the growing use and potential of Cloud computing because their core business is Cloud computing. Other organizations such as Microsoft or Amazon are also doing serious marketing in order to increase the use of cloud computing, which shows that it is really a technology than cannot be neglected anymore.
The (sub) research questions are the base for the following chapters. These chapters are shaped with both literature and information gathered from interviews. 
Cloud computing is yet in a beginning stage so it is difficult to find a lot of organizations that already implemented cloud computing.  Therefore this thesis will be done in a combination of a case study and descriptive study. 
After the chapters based on the sub research question, an analysis will show and point out how cloud computing could benefit organizations. The analysis will provide the basis for the answer to the research questions and the conclusion. The analysis of all the combined information will eventually lead to the answers of the sub questions and of the main research question.
The risk assessment is based upon previous research and measures using anchoring. The assessment shows the most important risks with highest impact. The anchoring and assessment is done by me personally. I used the information gathered from the interviews and the literature to do so.
2.2 Thesis outline
This thesis begins with explaining what cloud computing actually is and what applications it makes possible. After the explanation of this phenomenon, the literature study follows. All the cloud computing literature is reviewed and looked at critically. Most important information from these sources is gathered and discussed. In order to obtain new information about cloud computing the next part contains information obtained from different interviews, several interviews contain a financial model. After this we take the literature together with the empirical data and try to describe the most important risks and benefits of cloud computing. The risks are then being assessed according to an adapted model from previous research. In the end we try to model the risks and benefits together for a quick overview for any cloud user.
2.3 Information Sources

The main sources are the IT organizations that are being interviewed and also Cloud computing providers or organizations that are already using it. Other sources are to be found on the internet such as scientific papers and seminars.

The interviews will leave room for organization representatives to give their own input. The interviews contain open questions; closed questions will be avoided as they usually do not provide a lot of data and information.

Papers, seminars, books and internet are used to support the literature review and analysis of the research. Theories such as i.e. Diffusion of innovation are obtained from both books and internet.

2.4 Fieldwork Research Procedure

As the interviewed organizations are very different there is no standard way of doing an interview. All the interviews do tend to be (semi) structured. The questions that are asked in these interviews vary and depend on what sort of organization it is. There are IT organizations which use IT to perform their core activity.  They are mainly depended on their IT systems in order to perform their daily routines.

The IT organizations interviewed vary from rather small to multinationals, this is because we then get a good overview of all kinds of organizations. The larger organizations also tend to have a lot of different IT systems.
The questions asked in the interviews leave room for the interviewee to comment themselves about the topic, in the area of the question. This provides additional information
2.5 Data Analysis Technique
For this research there are several general steps than can be distinguished. First of all the thesis starts off with a literature study in the area of cloud computing. It explains all the ins and outs of the thesis topic. Next are the interviews that provide a base for the first analysis. Some small cases can be obtained from these interviews and these are then compared with theory in order to analyze the cases and say something useful about them. From all the interview data together we can extract a set of models. These models should then apply in general lines to other companies that are willing to use cloud computing from the customer side. From here on we can make a complete data analysis about the whole thesis.
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Figure 1: Data analysis technique

At the end we are able to provide the conclusions and thus answer the main research question. The conclusions are based both on sub-questions and the main research question.
2.6 Overview Of Alternative Strategies
This master thesis research is being done by using the methods of qualitative research. Other form of research is quantitative research. This would result in a completely other kind of research than this one. It would be more based on questionnaires or numerical data from certain analysis.

Simulations could be held in order to test the risks of cloud computing, but it would not be as useful as an analysis which extracts data from real life organizations. Simulations would simplify the reality to much in this case. Questionnaires are also out of the question because it would be meaningless to receive a lot of questionnaires from one organization providing different answers. Interviews are a much better solution for gathering information in this research.

2.7 Expected results

In advance to the complete research there is in general a line of expectation and outcomes. These outcomes will be discussed in relation to the research (sub) question(s). In general the results of using cloud computing are expected to be positive. This is because there are already some organizations providing cloud computing services such as Google and Amazon. Also the technology of cloud computing is already in the phase were innovators start to take a small market share. It is expected that early adaptors will follow in using this technology, Rogers (1962).
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Figure 2: Adaptation to new technologies
Organizations are expected to benefit from cloud computing as they will gain higher flexibility in using hard and software. This can be when using it for temporarily extra computation power, but also for starting or expanding organizations. They are able to purchase additional services for just a fraction of the price they would have to pay when they want to buy it themselves. Though possible issues with this are that the core business of IT intensive organizations are shifted toward the cloud computing providers and thus also exposed to their risks and issues. The organization gets very dependent on the service the providers give. The organizations are therefore exposed to a risk that cannot be handled directly by themselves but needs to be handled by the provider. The provider must be able to provide a certain amount of security in order to keep the organizations data and processes safe. It is expected that they have security software running in their clouds, protecting data and processes from any hazard. Also the physical location of the cloud has some form of protection. 

All together the infrastructure of the modern IT organization as we know it now will change in a more mobile and flexible organization. The IT infrastructure will completely be revised causing this higher form of flexibility. Hard and software will be a service to them instead of having this internally.

2.8 Chapter summary
This thesis research is conducted with the help of existing literature and furthermore the interviews conducted with organizations that are active in the world of cloud computing. Based upon results of this research we are able to make models and also a risk assessment which can be found at the last part of this thesis. The next chapter will provide an overview of existing literature in the scope of this research.
3 Cloud Computing
This chapter provides an overview of the current (2011) available information about Cloud computing in this thesis area. The goal of this chapter is to point out previous research about cloud computing that overlaps with the topic and the research this thesis is about. According to the research question there are several points to be discussed. Cloud computing in general, the benefits of cloud computing, issues of cloud computing, security in cloud computing and the effect of cloud computing on an organization.
3.1 Cloud computing defined
Cloud computing is fairly new and has thus no long history. In general it originates from the late nineties and has been further developed in the next millennium, the name was created because the data send couldn’t be tracked anymore when moving towards it destination. The term cloud was created because you could not determine the path a certain data package followed. The term cloud computing changed over time (Well 2009). In the early years of cloud computing, the organization Amazon was active in the area of cloud computing. They were already a large organization investing in cloud computing. They had huge data centers which normally only use about 8 to 12% of their computing power. The rest was reserved for whenever peak usage was necessary. They started to use cloud computing in order to save costs in these huge datacenters. After this they were the first to provide cloud computing to the outside world (the customers). This happened in the year of 2006 according to ComputerWeekly (2009). Not much later IBM and Google showed interest into cloud computing and started to invest. It seemed that cloud computing showed potential.

In giving a definition to cloud computing, the highest hits on Google scholar are used, in particular the ones with the most references regarding cloud computing. Some scientific papers show up a lot such as (Vaquero 2009) and (Armbrust et al 2010). In total Google scholar shows about 100 to 120 relevant hits regarding cloud computing. Off course there are a lot more hits, but they go out of the scope of this research. The papers used for this thesis are usually independent which adds some trustworthiness compared with company papers.

As a recapitulation, cloud computing is stated into different definitions. There are definitions that define a cloud as a some what updated version of utility computing (Buyya et al 2009). The other, and broader, side states that anything you can access outside your firewall is cloud computing, even outsourcing (Knorr 2008). This thesis takes the definition in the middle of these two. In general cloud computing provides hardware and software services that are in the cloud and can be accessed by client as they pay for it. In the “cloud” means that there is no dedicated hardware reserved in a cloud providers’ servers.
To get more into detail about cloud computing, the components will be discussed that are used in the clouds. In general there are three main components in cloud computing, these are the servers, the datacentres and the clients (Velte et al 2009). They all connect through the internet with each other and can be seen as a network.
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Figure 3: Simple Cloud computing network
Datacentres and Distributed servers
In general the data centres contain the services that clients want to obtain whenever they need it. This centre is often a large space which contains all servers providing these services and keeping them up and running. It is also possible to have virtual servers which reduce the amount of actual servers and space (Wood et al 2007). Distributed servers are a name for those servers that are not all in one location. It doesn’t matter where these servers are, as a user you won’t notice anything different. These kinds of servers provide high flexibility because it doesn’t matter where they stand as long as they are connected to the internet. It is easy for making a back –up of other servers. Besides this, there is no limitation in expanding the cloud (Velte et al 2009).
Clients

Most general clients are regular desktop PC’s or laptops. Other clients nowadays are also mobile phones (PDA), Shih et al (2002). The mobile devices are of big importance for cloud computing. They provide the high mobility to those who are trying to access the cloud. In general there are three sorts of clients to distinguish. These are mobile, thin and thick clients. Mobile clients are those with mobile phones (Velte et al 2009). Thin clients are using remote hardware and software. What a user sees is visualized by the server and not by an own hard disk with operating system.  On the contrary, thick clients use own hard disks and usually access the cloud trough a web browser.
Users

Logically, behind the clients come the users. Without users, there is no purpose for a cloud. In cloud computing we can distinguish four different types of users (Velte et al 2009). All these groups of users will be explained.
The groups to be distinguished as users in cloud computing are:

- Internet Infrastructure developers
- Service Authors
- Integration and provisioning experts
- End users

To point out the differences between the users and for the sake of understanding better what cloud computing is and how it is maintained, all users are explained. Even though for this thesis the focus lies on the end users it is important to distinguish these four kinds of users of the cloud.
Developers
The (Internet-infrastructure) developers in the cloud are those who develop and maintain the cloud. They have to guarantee and develop that all services get integrated (Vouk 2008). Their task is to provide end users with a simple interface, and keeping the complexity at a lower level.

Service authors
These authors are somewhat different from the developers but in some cases have overlapping function. Where developers focus on providing all services, authors focus on individual services which may get used directly. Unlike the developers they don’t need knowledge about technical specification of the cloud; they solely focus on providing easy to use services (Vouk 2008).
Integration and provisioning experts

These experts are really more focused on the end-user solutions. They are trying to interface with end users, and try to meet in what end users want (Velte et al 2009).

End users
The end users eventually have the highest importance as is mentioned before. End users expect that their cloud services have clear and easy to use interfaces, support and information provision. Also the end users have to be protected from any hazard. Therefore it is important to guarantee security in a cloud, something what will come up later in this thesis. All these requirements make no difference for the kind of users. Some users may hire cloud services for hours, and some for years. These different end-users should meet the same service as they could have equally important data streams into the cloud. The service also depends upon the Service Level Agreement.
A Service Level Agreement (SLA) is included in a service contract between two parties. This agreement states what services are guaranteed by one party to the other. It states for example the performance agreements, but also more importantly the security and safety agreements. 
Layers
As mentioned in the introduction cloud computing consist of several layers. These three layers represent the SaaS (software), PaaS (Platform) and IaaS (infrastructure). All three abbreviations end with … as a Service, meaning that all these layers provide some kind of services to end users, (Cloudtweaks 2010). 
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Figure 4: Overview of layers in cloud computing. Demystifying SaaS, PaaS and IaaS. (E2E networks 2010)
The image summarizes the tree layers into one picture. To get more into detail the different layers are explained.
Software as a Service
The name speaks for itself, SaaS provides software as a service. Users can ‘rent’ the software from the cloud provider and do not have to purchase software including the licenses themselves. The provider sets the software in the cloud to be accessible to those whom access the cloud trough internet (Ma2007). This form of cloud computing is gaining popularity and is also the most used by end users. Think of services from Google; a lot of people use G-mail, so accessing Google docs is not that far away anymore (Google docs is SaaS). This thesis is even partly written in Google docs as this software saves your document in the cloud all the time and can be accessed from anywhere in the world 1. You simply logon to your account (first register) and you get access to your own little cloud. The server hosts the software, in this case the word processor, and besides this it holds the text documents you write or upload. Google provides all these services (for personal users free), so you do not need to purchase or install a license for a word processing application. 
Platform as a Service
PaaS differs from SaaS as this service does not provide all the software needed. This is a sort of platform, or a sort of operating system available on the web. The cloud provider implements scripts from a user and makes it available in the cloud. This platform service gives the possibility to create, test and maintain aps in the cloud. Just like SaaS though, the provider of the cloud services is still responsible for any hardware behind the cloud (Vaquero 2009). Another similarity is the pay-as-you-go system (Mell 2011). You pay for the use you make of the cloud. Several types of PaaS can be distinguished (Cloudtweaks 2010). 
The best and most familiar example is facebook1, this is a social application platform. Another example is the huge organization amazon which provides cloud computing2, this PaaS is called raw compute platform. Other two forms of PaaS are application and business application platforms.
1http://www.facebook.com/
2http://aws.amazon.com/
Infrastructure as a Service
The name of IaaS also speaks for itself. In a few simple words it provides an organization with a complete infrastructure for IT (Vaquero2009). Clients are able to purchase this infrastructure whenever they feel like buying it. It is just like SaaS and PaaS, you pay what you use (Nurmi 2009). Moving the infrastructure to the cloud actually means that an organization moves the hardware to the cloud. Of course an organization still needs client computers, but that is all. The rest of mainframes, servers, databases etc. can be obtained from the cloud.
The image on the previous page probably will be clearer now. The infrastructure is the basics and users actually use the hardware. With platforms users tend to create and develop applications and with software the users tend to use the applications only.

3.2 Cloud computing compared with other technologies

With the understanding of what cloud computing is, we might see some similarities with other technologies. This paragraph is all about explaining what Cloud computing isn’t and what the differences are with similar looking technologies. Most of these technologies are older than cloud computing and more familiar with the audience, therefore it is important to distinguish it from Cloud computing.
The systems of Autonomic computing are the first to be mixed up with cloud computing. This form of computing differs in the way it works. The goal of autonomic computing is to provide systems than work autonomous (White 2004). This means that they have to be able to do self-managing. They must configure and fix failures themselves. It is similar to cloud computing because it also consists of large computer systems that have a high-level guidance from humans.
The difference between cloud computing and grid computing is more refined, but it is easy to explain. Grid computing focuses on large scale whereas cloud computing provides services for both smaller and larger scale. Grid computing usually provides high performance constantly, and (the major advantage of) cloud computing provides the performance when necessary (Buyya 2003).

Another comparison is drawn with mainframes; the difference might be clear with a mainframe, but there also similarities. A mainframe could be seen as a cloud. Though it is clear that a mainframe provides access to employees in large organization and the mainframe is completely centralized. That is what differs with cloud computing, as also is the performance. Mainframes provide continuously high performance and cloud computing only whenever necessary (Armbrust et al 2009).
The comparison also has been drawn with peer-to-peer systems. This is because there is a whole cloud of users which are both “client” and “servers” (Stoica 2002). This is also the difference. In cloud computing clients themselves do not act as providers of any service. 

The last comparison that is discussed is the comparison with service oriented computing. Off course cloud computing is service oriented. But service oriented computing focuses more on techniques that run in the SaaS. Cloud computing, as mentioned several times before, focuses on providing computing services rather than the techniques.
3.3 Benefits of cloud computing

It is easy to say that cloud computing provides benefits to those who use it. The idea is to find out what these benefits actually are. In general the benefits we focus on are for the group of end users. As mentioned before, the major benefit for any end user is of course that cloud computing can be used simply whenever you need it (Kunze et al 2008). It is a pay-as-you-go system. The question then is: why is this actually a benefit? To begin with the user organization, there is no physical room necessary for all the hardware to install. Furthermore there are no maintenance costs for all the hardware (Velte 2009).

Besides the hardware it is the applications that provide benefits. The cloud is filled with applications that are ready to use, and more important the data used in this application is always accessible from anywhere in the world (Vecchiola 2009).

An SLA (Service Level Agreement) guarantees that quality measures are known before entering a cloud. These SLA’s are important for the users and can be better maintained then when an organization purchases all the hard and software by itself.

Not a direct benefit, but also important, is that the datacenters are usually placed at strategic chosen places that lower the costs of maintenance. Think of low wages countries (Vecchiola 2009).
Focusing more on the users of the cloud the benefits become more concrete. As has become very clear now, scalability is one of the major benefits. When an organization is expecting a peak in its IT use, they simply acquire more IT services from the cloud. This is also the beauty of it, it is very simple. Because huge organizations have invested in Cloud computing, the users can also expect a certain degree of security (Velte 2010).
Cloud computing provides thus a combination of economic and performance benefits. The economic benefit lies in the costs that have to be made whenever an organization needs additional IT services, and this relates to the performance benefits. The extra performance can be acquired whenever necessary and improves the performance of an organization directly.

3.4 Issues with cloud computing

New technologies come with risks and unknown factors. Something which isn’t different with cloud computing. IT intensive organizations will in essence outsource their processes. Some of them could be part of their core business. With bad security these organizations will be exposed to huge risk as their critical data could get exposed to the outside world. Other issues have to do to with legal and privacy issues (Sommerville et al 2010).
(Catteddu 2009) also made a distinction between different risks and divided these into four categories, but as you will see these are in general the same as discussed by Sommerville et al (2010). The categories are: Technical issues (which are the same as security issues), Legal issues as also stated by Sommerville et al (2010), and policy and organizational issues which apply more to the vendors. These issues differ from the privacy issues as stated before. They are mentioned by Catteddu (2009) as a general category of risks.
Legal issues differ per country but in general there is expected that not all organization will be allowed to enter public clouds. This means that there will be an increase in the use of private clouds (Sommerville et al 2010). We will next discuss the privacy and technological (or security) issues briefly as they apply more to the costumers.
Security
The cloud computing security issues can in general be divided into seven different categories according to Brodkin (2008). These risks are from the customer's point of view. Risks for providers are not in the scope of this research and therefore not discussed.
Data is processed outside of the organization. This logically brings a certain amount of risk, because in a sense it is a form of outsourcing. This causes to shift any form of security from the organization to the outsourced organization (Lacity 1993). It is thus for customers important to be familiar with risk procedures on beforehand. The customer himself is still responsible in the end. The providers have to meet certain standards in security, but these could be of insufficient level for people who want to do harm to an organization. Therefore it is important to know what procedures the provider follows, and it is also important as a costumer to process the communication between the organization and the provider in a secure way.

As has been explained before, the physical location of the cloud could be anywhere (Velte 2009). As a customer you cannot always know where your information is at a certain time. This means that they could have their services running in other countries which have other legal issues. This could result in other security standard for a particular country and jeopardize the organization in the cloud.

There are different organizations in the cloud; they work all along in that same cloud. It is not hard to imagine that when fifty different organizations access the cloud it could happen that data gets mixed up. 

This brings several security issues. For example not knowing where your data physically is stored, what would happen in the case of a natural disaster? The provider should provide a back-up for when such disasters happen. This is something that needs to be discussed with a provider.

What cannot be checked with cloud computing is to see who has access from the provider side. The provider determines which employees have access, however they do not manage access control. Anyone with the login data could access the cloud of an organization and access all their data.

Privacy Issues

Some security issues tend to partially contain privacy issues. This makes sense because they are related to each other. Privacy is in some way determined by how security is handled; therefore it is not useful to redefine these issues completely. The privacy issues exist because (partial) the infrastructure moves to a provider. Personal data and possibly critical data of organizations move around in the cloud. Because it is out of the viewing range of the organization it is risky as they cannot see who is using the cloud. They must thrust the provider that access is managed and only accessible to authorized personnel.
Another point is about how the cloud is managed, it is important that not everybody has the same rights in the cloud and can see all information. Top management needs distinct information than a simple employee. Besides that, they need other information provision, it would be risky if any employee is be able to see the organizations critical information as this could then easily be leaked to the outside world.

3.5 Security in cloud computing

There are still a lot of issues open for discussion. Pearson (2009) describes thoroughly what requirements could be taken into account in protecting users. This model contains 9 elements which will be discussed. This paper shows to be important as it is one of the most popular and cited papers regarding cloud computing security.
It is important that the cloud is transparent. Any user that wants to access the cloud should provide an explanation of what data they want, how they use it, why they use it etc. Clearly all the behavior of the cloud users should be monitored and explained. Without this form of control, data could easily get leaked to competitors for example, Pearson (2009). 
The users then should also only be exposed to information that is necessary to do what they need to do. There should be no other data than what is required for the things a user wants to do (depending on the sort of user). Besides this there should be a data limit. Certain actions require only a certain amount of data and can be predefined. This boundary limits anyone who tries to do any harm to an organization in the cloud. Next there should be a link between data and actions to be made in the system. This would only unblock data that is connected to a certain action in the cloud.
When users want to know something about their own privacy, they should be able to see only information regarding to themselves. It is then important that personal information is correct, but also that they cannot see information about other users.
In the end there has to be someone responsible for that everything happens as described above. There have to be certain functions that check whether all standard procedures are followed by all the users.
3.6 Cloud computing services in real life
Cloud computing is not only a theoretical technology anymore. It is currently being used by a lot of people without even knowing that they do. Think of social media; Facebook being one of the largest and most widely used social media platform, also uses cloud computing (Pandey 2009). In this case it is Software as a service. All users of Facebook can use the “Facebook application” for their personal data, but in essence they are not able to change anything to this “application”. The “application” is in complete control of the service provider, in this case Facebook.

An even better example is Google (Apps) (Pandey 2009). In this case we will discuss Google docs in particular in order to point out how convenient cloud computing can be. In Google docs it is possible to create an own word, excel or PowerPoint document online. This document is then stored on the server. Any changes made are also stored on this server. The word processor provided by Google is free from any charges and does not need to be purchased whatsoever. Google “hosts” the word processor for anyone who decides to use it. Besides the convenience of having your documents in the word processer online and being accessible from anywhere, it is also possible to share these documents with other people accessing the cloud. Within the cloud another person is able to change your document if he has the rights to do so. He can also access the word processor in the cloud together with the document you have uploaded and you can both change anything in real-time.
Larger providers of services are represented by cloud computing providers such as Amazon or IBM. They provide more complete solutions and go further than only software as a service. They also provide infrastructure and Platform as a service. The two providers mentioned before were mainly focused on free cloud providing services whereas IBM and Amazon provide more complete solutions. Their clients have more interest in security because they will be processing their core business for example trough cloud computing. 

3.7 Chapter summary
Cloud computing can be distinguished intro three sorts of layers called SaaS, PaaS and IaaS. Each layer represents a certain amount of depthness. Saas focuses on providing software, whereas IaaS provides a whole infrastructure. Though the amount of providers of cloud computing are growing, it does not mean that it is risk free. It is important to way out the benefits with the risks. Having critical information in the cloud could provide costs benefits, but could also get exposed to major risk. The literature lacks good solutions for security risks and issues because of the newness of this technology. Some examples of cloud computing that are widely used all over the world are Google docs or Google apps. In the following chapter we will discuss the risks of cloud computing more thoroughly. 
4 Identifying Cloud Computing Risks
The previous chapter has provided a good overview of what cloud computing is en what it entails. Some issues and risks have been mentioned there, but this chapter will go more into detail about the risks that cloud computing brings along as stated in previous research. The risks can be divided into two areas; these areas are privacy related risks and (data) security related risks. We will try to give real life examples in relation to the risks to get a clear vision of what impact these risks could have. From a selection of papers we found a very broad paper concerning risks. It shows also to be a good and popular paper with relatively a lot of citations, compared with other papers in that area. Other papers also support statements made in this large cloud risk paper. We can see this paper as a sort of summary of different risk discussing papers.
4.1 Privacy and confidentiality risk
A research by Netop and prepared by Gellman (2009) for the world privacy forum came up with a whole list of findings in the area of cloud computing. We will discuss some of the risks from this research more in detail. It covers most of general risks that cloud computing brings regarding privacy and confidentiality.
The users and clients of cloud computing are dependent on their cloud provider when it comes to their privacy or confidentiality. The provider of the cloud computing services determines what policies are held. Imagine that these providers also have the ability to make changes in their policies. It could completely change the privacy for clients. (For example when the data inserted by the cloud users is protected in the preliminary made up policy being used). Changing policies which will allow insight in this data for third parties could be a serious risk depending on the importance of data that is being used (Gellman 2009). Another example is that cloud providers could extract information from different organizations in the cloud. They could visualize information that could be by any means revealing. It could also detect information that is commercially valuable for them. What stays important is that most cloud users (clients) are usually not aware of the complete policy and thus do not know very well what risks they are exposed to when entering their data into the cloud (Brodkin 2008).
This brings us to the next point where the problem lies in that cloud users share their information with the cloud provider. On itself this is not the problem, but there could (and are) laws in some specific cases that state that certain information is not to be shared with third parties (Gellman 2009). In this case the third party would be the cloud provider. There are a lot of examples to think about; privacy laws containing specific rules about sharing a client’s personal information, such as phone number and address (Pearson 2009). When an organization uses cloud computing and they put the clients information in the software that is hosted in the cloud, they are actually sharing the clients information with a third party. These laws and regulations will decline the effect of using cloud computing. Organizations will still need software running on their own servers in order to keep the information which is legally bounded to a certain set of rules.
When there are no laws about sharing certain information with third parties such as cloud computing providers, another problem arises. Sensitive information shared in the cloud might get controlled by weak privacy protection. When this data is stored in your own datacenters you can determine how you want to protect this data and also you are the only organization that is able to access this data. You can choose when and whether or not you want to share this information with certain organization. When all this information is in the cloud, they decide upon over the data privacy. Other organizations could extract the information from the cloud provider more easily then when this data would be stored in your own datacenters. An example is a DNA database. This database could store peoples DNA in order to find a certain cure for a disease. When this database is stored on an own datacenter a hospital or research institute can determine whether they want to share it with a police department for example. The police department could be looking for a fugitive and a DNA database would be handy. Though, when the research institute does not want to provide the database information because they promised their costumers confidentiality, the police department would not get access. On the other side, if this information would be in a cloud, and the cloud provider is not aware of the importance of the data and the confidentiality as promised by the research institute, they would provide this information more easily to a police department.

Earlier we discussed the law concerning privacy and personal information. The laws differ in countries, so important is to know where the data stays in the cloud. In essence the information in the cloud is stored on a machine that is provided by a certain organization. The laws that apply for the information on this machine depend on the location where it is stored. So for example when you have a service contract with your cloud provider, but your data is (partially) stored in another country with other laws, there are different regulations concerning privacy in this case. Authorities could pressure the cloud provider more easily into handing over the information in the cloud. When the data would always be in the same location (country) this problem would not exist.

The different locations of data storage bring another problem to mind. Different locations (countries) provide different regulations. When a cloud provider moves the data of a user along different countries that are in the cloud, the legislation of the data also changes. This means again that it is difficult to guarantee a certain degree of privacy about the data. For example when a client enters the cloud with their data and with the help of a service contract determines the privacy. This service contract is then bounded to the legislation of that particular country. When the cloud is rearranging their data and the clients data gets moved to another country with other jurisdiction you could get the same problems as described before. Local authorities could pressure the cloud providers in other jurisdictions to provide the information of the cloud.
We have spoken a lot about the law in the previous parts of this chapter. Now we will take a look into the laws themselves. Even though that as an organization you can have a good service contract with a cloud provider there are laws that still override these contracts. Information concerning people whom want to do harm with for example terrorism. Cloud computing provides services for all kind of organizations and people, so it is inevitable that there will be transfer of information concerning such ‘crimes’. The law ‘against terrorism’ in most countries then obligates the cloud provider to pass this information to the authorities in order to prevent terrorism in this case. The user records could be obligated to be accessible for authorities when they assume there is critical information stored in the cloud.

To continue with the laws around privacy we must stand still with the changing technology. The laws do not change as rapidly as the technologies do. It is commonly known that changes in the law are made very slow. This will result in grey areas with for example cloud computing. Does data needs to be publicly accessible for authorities or not? Such questions provide a certain amount of risk. Governments and authorities could pressure cloud providers to provide cloud information because there is nothing concrete stated in the law about this matter.
Cloud providers should be very familiar with the current laws and regulations in the countries where they provide cloud computing. The privacy and confidentiality risks need to be mentioned in policies and contracts. This would result for user in making more accurate decision about where they will store critical or confidential information
4.2 Security risks
Research has been done in the area of cloud computing concerning more technical risks. There are several risks to be found in this area, but we will only discuss the most relevant and important ones for this thesis’ subject. These forms of risk have to do with hacking (technical), or attacks from people with malicious intends.
Attacks

The web in general is haunted by attacks on XML signatures. XML is a web based language and as cloud computing could also be web based, they are exposed to this problem (McIntosh 2005). These forms of hack are usually used to obtain data without having the rights to access them (Pietraszek 2006). A rightful user does a request for a certain piece of data or information, and the hacker intercepts this request. He then uses the `sign` of the rightful user in order to obtain the data he wants. He sends his request to the cloud, and because the cloud recognizes him as a valid user it responds with the requested data (McIntosh 2005). This is a dangerous risk because the hacker can act as if he is a legitimate user of the cloud.
An example would be a credit card company that is using the cloud. When an employee of the bank requests for a client’s personal data, this request is send to the cloud. The hacker intercepts this request and uses the ´sign´ of this employee. The employee verifies himself by logging into the system with a password and username combination. This provides the sign for that particular employee. Now when the hacker intercepts this request, he can act as being the employee. He is then able to change the request for its personal use. Client’s personal data could be changed into client’s credit card numbers. The results would speak for itself.

As we started to explain a cloud can be web based. The cloud is a kind of remote server just like we know them now (Armbrust 2010). We connect the client PC´s laptops PDA, etc. to the cloud and use it for input and output. Also important is that it verifies ‘us’ as users. It gives us thus authorization to access certain areas in the cloud. All these devices themselves do not connect to the cloud; in essence it is the browser on these machines that establishes the actual connections. Most users have Internet Explorer1, Firefox2 or Chrome3 installed and use this to connect to the cloud. This link is another security risk and needs protection. Browser security is something that depends on the provider of the browsers.
1 http://www.microsoft.com/Internet-Explorer_9
2http://www.mozilla.org/firefox
3http://www.google.nl/chrome

The browsers are used to navigate to the cloud, but also to navigate to other websites. These browsers have to read scripts that are used on the websites. It is important that browsers can detect the difference between malicious scripts that could be made for controlling browser information. For this issue there is help of a firewall. This security measure is depended on the browser used. I.e. Firefox, Chrome or Internet Explorer.
Besides risk in the access tools for the cloud, the cloud itself is also exposed to risks. These risks must be coped with by the provider of cloud services. The first risk described for the cloud is called an Injection attack. These forms of attacks try to implement an own coded malware applications into the existing cloud. The goals of this malware could differ from obtaining only data to completely control applications in the cloud. The software is brought into the cloud, and the cloud is fooled to believe that that software is provided by the cloud user. Whenever cloud users then use the systems, they will be redirected to the malware instead of their real software (Jensen et al, 2009).
Another important form of risk for a cloud is a so called flooding attack. In general, flooding attacks are to be seen as a huge amount of requests for a service. A “hacker” sends many request to a server which the cloud hosts. All these request are in fact fake and have the goal to get the cloud offline. It tries to make so many requests for a particular service that the server cannot cope with the amount of request so it goes down (Yaar, 2004).

Flooding attacks cause both direct and indirect denial of service. Logically when a cloud finds a lot of requests for a particular server, it accounts additional computing power to that service in order to handle all the requests. This is the general idea of cloud computing. However in the real situation, this would only be in advantage of a “hacker”. The hacker now only needs to focus his flooding attack on a single server in order for the cloud to account all the computing power to that service. This is the so called direct denial of service because the hacker focuses on a service and wants to get that particular service down (Wu, 2007).
On the other side there is indirect denial of service. This then affects other services when an attacker means to hack a particular service down in the direct denial of service. These effects depend on the computing power the hacker has access to. If he tries to cause downtime for a particular service (which is hosted on a server) it could cause downtime for other services too. The servers account all their computing power to all the requests that are being made for one specific service, and thus this causes that there is no rest of computing power to access other applications in the cloud on that particular server. Though it depends on the infrastructure of the cloud, how bad the side effects are. For example the cloud could export the service to another server when it notices that a particular server is not able anymore to cope with all the requests. This will cause even more downtime on other services than before.
Non attack risks

First there is the Lock in effect. This means that, in this scenario, an organization cannot move its IT around to different service providers (Arthur, 1989). Cloud computing is fairly new so there are not yet many standardized formats. Also a cloud provider could try to make it difficult for a client to move away to another provider. This means that the client will be “locked in” to that particular provider. In other words, the client becomes dependent of the cloud provider. Any problems that would occur with the cloud provider would then get reflected on the IT of their clients. Trying to move their data to another cloud provider would cost too much money due to lack of standardization.
As there are different services in cloud computing there are also different lock in effects. The first one to discuss is the SaaS lock in. As we know by now, with Saas, company information passes through the cloud. The provider has a custom database made available for the client. When clients want to obtain information form this database they are responsible for an application that is able to extract it. There are not always standardized formats made available for obtaining data from the cloud. If it is made, it is tailor-made. This means that it is not necessarily compatible with other clouds. This causes the SaaS lock in. Changing all the cloud data to other formats would be too costly. The advantage of having cloud computing would then be eliminated.
Next is the PaaS. The provider provides a programming interface for the client. The clients need to adapt their systems and codes to the provided cloud programming. This code is not always compatible with other platforms of PaaS. The differences in grooming interfaces cause to form the lock in., because the code would need to be rewritten.

The last of three is the IaaS. This lock in is caused because there are no standards created yet. The software and the virtual machines are in the cloud bundled. This makes it not very convenient to move the infrastructure to other clouds. Cloud providers do not focus on data portability for their customers
When organizations use cloud computing they shift the control of their security partially to their cloud provider. They also have to obey the rules that the provider makes up. The unknown factor for cloud users is then that they do not exactly know who provides the security measures in the cloud. The cloud provider could easily hire a third party in order to provide the security for the cloud. This third party could be a liability for the security. It means that there is another party that has access to the information in the cloud and this party may be kept unknown by the cloud provider.

In the cloud there are different users (Armbrust, 2009). A cloud provider has a certain range of clients. These clients share the same cloud data. Think of IP addresses. When a single client gets caught on the internet with for example hacking from a particular IP in the cloud, this IP will get blocked. It is then highly possible that all IP addresses that are in a particular cloud get blocked. This means that the whole cloud can be held responsible for ones actions and thus faces the consequences of this single user. This could mean blockage of IP but it could also mean that the cloud resources get blocked. This would result in inoperability for all users in that cloud.
Cloud computing is a new technology and therefore has a potential risk of failing. This would mean that cloud providers might have to stop their business, and the clients would have a problem; a problem that was created because of the cloud provider. The client will have to migrate this data to another cloud or a completely other service, but it could be incompatible and needs to be reformatted or rewritten. It could also even cause loss of the client’s data or profit. Clients could be held up against serious downtime for their IT services.
We have come to understand that cloud computing is on-demand. The more a client needs, the more a client gets. This also works vice versa. The problem though, lies in the fact that even the capacity of the cloud could not reach ones requests. This could happen in a scenario where a client needs such an excessive amount of IT that the cloud is not able to process this request, resulting in downtime for the cloud servers. This is both a risk for clients as for the cloud providers. The cloud provider will lose credibility because they are not able to fulfill the client’s needs. The client might want to change to another cloud, but due to lack of standardization and migration standard this will be very costly.

For the cloud clients, resource exhaustion could mean service unavailability. This results in their business being inoperable for a certain amount of time. This off course depends on the sort of IT they are using in the cloud. Are they using core business IT in the cloud or not? Besides this the confidentiality and the integrity of the data in the cloud are both at risk. This all together results then again in financial, economic and reputational losses. All the risks that resource exhaustion brings to the table also account for some technological attacks from hackers.
4.3 Chapter Summary
We have discussed the most important risks in this chapter, there are many possible risks associated to cloud computing. Whether these risks are real or hypothetical is not clear from the literature surveyed. Hence in the next chapter we will assess their likelihood and consequences in order identify the most important risks. All these risks on themselves have no meaning, because there is no value attached to these risks in relation to cloud computing. The next chapter provides an assessment of these risks in order make a statement about their impact.
5 Risk assessment

In the previous chapter we discussed quite a few risks of cloud computing. Not all risks have the same impact or the same chance of happening. Therefore we try to assess the risks as described. The assessment is based upon information gathered from the literature used to do this research, but also based upon information that is obtained from interviews with different organizations in the cloud computing branch. The next paragraph will try to explain the model that is being used to do this assessment.
5.1 Assessment model
The risk assessment is based upon the model of ENISA (2009). They also made an assessment about cloud computing security. Some risks overlap with the ENISA research and show to have the same score. Because of the different risks identified the results show to be different. However, the identified risks that are somewhat the same as identified by ENISA show similar results.

In this assessment we use different scales and I made the assessment based upon the found literature and the interviews. The risks are anchored. They are compared with each other and thus assessed by me.
First we will list the most important risks that we want to assess. These gathered risks are partly a result found with this research and described in the previous chapter.

 The risks are as follows:

· R1: 
Changing Policies

· R2:
Privacy laws

· R3:
Poor security by cloud provider


· R4:
Different countries different laws

· R5:
Grey areas with new technology

· R6:
Xml signature attacks

· R7:
Cloud access tools failures

· R8:
Flooding attacks

· R9:
Denial of service

· R10:
Lock in effect

· R11:
Third party access to your data

· R12:
Bad IP references

· R13:
Cloud bankrupt

· R14:
Downtime

The table used for assessing the risks gives a quick overview of how important or insignificant these risks are. Impact is scaled from 1 to 7 with 1 being the lowest. Chance of risk actually occurring is scaled from 1 to 7 also 1 being the lowest. The darker the color is, the higher the risk is.

In words we can describe the numeric values as follows: 

1. Very low

2. Low

3. Low/medium

4. Medium

5. Medium/high

6. High

7. Very High
As an example, a risk impact of 5 has 1,67 times more impact than a risk with the value 3. The same accounts for the likelihood of happening.

The explanation of the risks assessments are based upon previous discussed literature and the interviews. The values are assigned by me personally using the information gathered from interviews, the literature and the internet.
At the end of this chapter this table will be shown again with all the risks placed
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*The level of risk is determined by combining the two axis’s grades 


5.2 Risk assessment
R1: Changing policies

Impact: 
5
Chance:

3

Overall risk:
Medium
Changing policies have a certain degree of impact depending on what changes are made. Critical information that the client has transferred into the cloud gets exposed to different policies. This might hurt an organization very bad. Think of their policy being: not to share cloud data with third parties, but later on the policy changes in a way that in cases of emergency  cloud data can be shared with third parties. Usually these changes are made because of pressuring instances such as governments. Besides this cloud computing is still a fairly new technology and the capabilities of this technology are not yet known by many people. There is not much chance that these policies will change in a short amount of time due to bureaucracy, therefore the chance is set at below the medium chance level.


R2: Privacy Laws
Impact: 
5
Chance:

2

Overall risk:
Medium
This risk lies closely together with changing policies. Changing laws can pressure cloud providers in changing their policies. On the other side, new or changing laws take a long time and do not happen on a regular basis. Therefore there is a low chance of this happening, though when it does actually change, just as with the first risk R1, the risk might be high depending on the sort of law. Therefore the overall risk is held at medium.

R3: Poor cloud security

Impact:

5
Chance:

4

Overall risk:
High
When an organization outsources its IT along with the data, they also outsource the security of their IT. Usually with SLA’s, agreements are made about subjects such as security. Cloud computing is a new technology and as with most new technologies there might be many bugs to find.  Also physical security with in-house IT is more controllable because one knows the importance of that data. Outsourced security brings a certain amount of risk, and depending on the importance of data, security flaws can have high impact on an organization.

R4: Different countries different laws
Impact:

5
Chance:

2

Overall risk:
Medium
When you enter the cloud and there is nothing mentioned about the physical location where the servers and data are stored, an organization can get exposed to risk. The agreements with a cloud provider could be made upon the legislation of one country. However when the actual cloud location is in foreign countries there could be other legislation suppressing the agreements made between the provider and the client. The impact of this risk is the same as all the ones above, but the chance of actually happening is rather low. This is because most of the cloud providers make agreements with their clients also based upon the location where their physical cloud hardware is stored.

R5: Grey areas with new technology
Impact:

5
Chance:

2

Overall risk:
Medium
There is no discussion about that cloud computing is a new and emerging technology. This means that there are not yet many rules and regulations set in the area of cloud computing. Some rules about privacy and confidentiality already have been mentioned as risks. The problem with the grey areas of cloud computing lies in that there are no straight lines drawn about the technology due to the newness. Governmental instances could use this grey area in their favor for obtaining information from organizations. The same might account for other organization in the same cloud. Another risk is that cloud providers can make an organization completely dependent on their cloud, causing a lock in effect, which will be assessed later on. There is little chance though that government will use this area in their favor to obtain information. For cloud providers the lock-in effect would be more probable. 
R6: Xml signature attacks
Impact:

7
Chance:

1

Overall risk:
Medium

The impact of these attacks is very high. When an attacker is able to hack into the system using this method, he is seen by the cloud as a legitimate user of the system. Depending on the sort of account he uses for this attack he has the possibility to obtain but also manipulate data in the cloud. On the other side, with good security measures it is difficult, and maybe even impossible to use these attacks in the cloud. This strongly depends on the cloud providers. The current biggest cloud providers provide enough security to prevent these attacks.

R7: Cloud access tools failures

Impact:

3
Chance:

2

Overall risk:
Low

When accessing the cloud there is need for access tools such as browsers. These browsers need to detect malicious scripts when surfing over the internet. Security of browser is in the higher segment these days, and together with an antivirus and firewall it is difficult to fool a browser or user into (down) loading malicious scripts. Even when a virus is downloaded it still isn’t able to connect to the cloud without knowing ones password and username combination.

R8: Flooding attacks
Impact:

2
Chance:

2

Overall risk:
Very low
Flooding attacks cause regular servers to crash when it gets overloaded with too many requests. The only actual risk with cloud computing is that flooding attacks could raise the costs for the use of the cloud because the server will need more processing power to process all the requests. Theoretically speaking, a cloud would eventually reach to the end of its processing power and could result in denial of service, though in reality the chance that this happens is very little.
R9: Denial of service
Impact:

7
Chance:

2

Overall risk:
Medium
In the very unlikely case of a denial of service there would be a huge impact. Depending on how much IT an organization has in the cloud, the organization could get inoperable. All their IT could be down meaning that they are not able to perform their core business activities. As has been explained, for a hacker it is very difficult to cause denial of service. A more likely cause of denial of service, still with little chance, could be caused by natural disasters or power problems.

R10: Lock in effect
Impact:

4
Chance:

5

Overall risk:
High

The lock in effect causes an organization to be dependent on the cloud provider. When wanting to change from provider, they will see that their cloud data is not compatible with another cloud. All their data would need to be transformed to a format that would fit another cloud. It has not much impact, but could provide serious delays in work schedules of an organization. There is a fairly high chance that this lock in effect will occur because the different cloud providers are not working closely together and there aren’t any standards made up yet.
R11: Third party access to your data
Impact:

3
Chance:

1

Overall risk:
very low
Cloud security could be outsourced by a cloud provider to another party. This party would then be responsible for the whole cloud. In essence this means that a third party could have access to ones data in the cloud. This risk is very small. First of all, there would have to be a cloud provider that chooses to outsource their security, and second, the third party would need to have any beneficial gains from accessing the data of an organization. Therefore there is little chance that it happens, but there is a slight impact for in the worst case scenario.
R12: Bad IP references

Impact:

2
Chance:

3

Overall risk:
Low

It is possible for all clients to get IP blockades. If one person is trying to do malicious things and it gets noticed. Think of doing flooding attacks from in the cloud. The corresponding IP might be blocked together with surrounding IP addresses in the cloud. This would result in denial of access for certain locations on the web and bad references for the cloud.
R13: Cloud bankrupt
Impact:

5
Chance:

1

Overall risk:
Low

A cloud provider is an IT organization as any other. These organizations could also go bankrupt. Cloud computing is yet in a beginning stage and thus new for the audience. Though the prospects of cloud computing are very good. There is no reason to believe that cloud computing will not be used more often in the future. Furthermore there are cloud providers that do not have this service as core business. They would not go bankrupt if cloud computing would fail. The impact would be reasonably high because the organizations would have to find another IT solution and make their data compatible with that new solution.
R14: Downtime
Impact:

7
Chance:

2

Overall risk:
Medium

Downtime is the worst risk that can occur for an organization using the cloud. Instantly their IT would be offline and they would not be able to use any of it. Depending on the sort of IT they have in the cloud they would have to stop their core business activities during the downtime. Luckily the infrastructure of cloud computing is processed in such a way that it is hard for the service to go down. When a server crashes in the cloud, the data of this server simply gets loaded into other servers. Only in a complete cloud crash, there would be downtime for an organization in the cloud.
In an overview all the risks in the right place:
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*The level of risk is determined by combining the two axis’s grades 

The average of the risks lies in the lower medium section. Most of the problems tend to be in the medium risk range.
The most important risks are R3, R9, R10, R14. We will summarize these risks again.
- Poor cloud security
- Denial of service
- Lock in effect
- Downtime

These 4 risks show to be important because they have the highest probability of happening combined with the highest impact. Inevitably cloud security is important for keeping confidentiality and integrity of the cloud. Denial of service and downtime are essential risks because they make an organization inoperable. The lock in effect causes the organization to become dependent on one cloud provider. They could get a sort of monopoly for organizations in their cloud.

A further developed research should take a look into what measures can be taken exactly in order to minimize these risks and their impact. In my opinion most of the top 4 risks could be dealt with, with the help of a good Service Level Agreement. Cloud security is discussed in the SLA, which should then guarantee a good protection against Denial of service attacks, this then again results in less downtime because of less attacks. The lock-in effect is harder to control and should also be discussed in the SLA.

5.3 Chapter summary
The risk assessment shows how much risk every issue can have. On average the risk lies in the medium zone, making cloud computing not a high risk technology. The most important risks we found are Poor cloud security, Denial of service, lock in effect and Downtime. These risks could be dealt with, but this requires more research. In the next chapter we discuss the benefits that cloud computing provides.
6 Advantages of Cloud computing
There are a lot of advantages that cloud computing brings to the world. Some advantages have already been pointed out in previous discussed theory. This chapter will highlight the important, but not always obvious advantages that the use of cloud computing provides to a user. These advantages are summed up with the help of (independent) white papers and interviews.
6.1 General

A major advantage which is easily overlooked but also very important is scale benefits (Armbrust, 2010; Grossman, 2009). Any piece of software that gets installed in different places has lower cost per installation than if this would be a single one. This means that you have to invest less, however in return you get the same quality as if you would purchase something alone. This also provides the possibility to increase the quality of purchased software. You are able to spend the same amount of financial resources as before, and you can get higher quality. Cloud computing works by this principle, as the provider purchases software, implements this into the cloud, and then makes it ready for use for their clients (Buyya, 2008).

Important to note is that not only quality gets improved with scale benefits. Because of the infrastructure of cloud computing, data gets stored in multiple locations (Armbrust, 2009). They provide exact copies of each other. This is in order to make the cloud work rapidly for its users. An advantage of this way of infrastructure is that it is very little sensitive to failure. There are several recovery copies available that in case of failure can be copied again to other servers. Next is that there is fast response to large systems such as cloud computing. With this is meant that whenever something happens, the problems are located fast. This is because cloud computing provides large systems but they are also easy reachable and transparent. Due to the scalability, cloud security can be obtained better and cheaper (Grossman, 2009). This is also a sort of quality improvement. A small organization is not able to purchase the same amount of security as a cloud provider can.

As has been mentioned several times, the security of clouds is important to the users. They are transferring data through the cloud that may be sensitive or critical. Scale benefits can also be beneficial here for the cloud providers themselves. They are able to provide better security because of scale benefits as is described in the previous sub paragraph.

A cloud is fast, dynamic and flexible because the resources that are available in the cloud are working together closely and are always on standby (Grossman, 2009). Depending on the amount of workload a user needs, the cloud could choose to account more resources in order to process all the users requests (Armbrust, 2009). It obviously costs more money for the user, but this is still lower than costs for traditional IT with reservations for IT peak-usage. This brings us to another advantage of cloud computing. The downtime of a cloud is very low. This is because whenever a server goes down, the cloud is able to reallocate another server in an instant, resulting in 99,9 % uptime of user data.
The cloud itself is also able to update (and upgrade) way faster than a systems based with clients. Updates can easily be done centrally and do not interfere with current work in contrast with mainframes. The updates can easily be installed in different servers. The same accounts for upgrades. Whenever a server is being upgraded it reallocates the systems´ software to another resource. Depending on the sort of client system used, it sometimes is necessary to update every client individually. Upgrades are also done locally in company mainframes. It costs more time, money, and possibly more downtime then when doing this in the cloud.

The distributed character of cloud computing definitely brings risk, but the other side of this risk provides an advantage. The locations where the actual hardware resources are standing can be much cheaper than when close to the clients. These are not only location costs, also maintenance and personnel costs for holding the systems online.

Risks and possible issues should be stated in service level agreements as we have been discussing before. These Service level agreements provide a certain amount of stability for cloud users. These agreements themselves are not a benefit. Thanks to these agreements there are more risk assessments made. These risk assessments would not have been done when cloud computing is not being used. This is thus an extra control measure for existing risks

6.2 Pay as you go

A very straight forward advantage of cloud computing is the pay- as-you go pricing, something we already mentioned when defining the cloud. Logically one thinks of the cost reduction for organizations with high IT expenses. When you think further as Grossman (2009) describes, you will see that there are more benefits thanks to this cost model. For starting organizations there is a low entrance barrier. Not only for purchasing this form of IT, also for entering the market as a new organization. They do not need to invest large amounts of money in advance to get operable. The next advantage of this pay as you go system is that the IT is easily scalable and expandable. This has been discussed several times in this thesis. In essence the capacity of the cloud grows for a user when it request more processing power, and decreases together with decreasing requests (Armbrust, 2009).

Another advantage is the bulk of data that a cloud can handle. Storage of data can be realized up to several petabytes (Grossman, 2009). This huge amount of data is not (easy) processable by conventional IT systems yet, as they are much smaller and therefore unable to process a lot of data.
The next image shows how well cloud computing reacts to increasing amount of data processing. The image was created by a company called RTTS which tested their cloud capabilities. As you can see when the heap increases, the response time increases as well. If traditional IT system would be compared to this graph, the response time would be much higher from the beginning. The peaks as shown in the graph would be out of the scope of in-house IT. In case that an organization would want to reserve IT processing power they would need to invest a lot for only few times of peak usage. This would be very inefficient.


[image: image5.png]&

‘lopsed Time (i MSS)

&

&
o

Fopiesion Seve T Tiesp 25— Erd Vst Experence Resporas Trs]

Vs

L





Figure 5: Response Time cloud (RTSS 2011)
Last is the accessibility of the cloud. Traditional IT systems are usually more bound and limited to a certain physical area. In cloud computing this is not the case. The cloud can be accessed by any person that has the rights to access, and more importantly, it can be accessed from anywhere (Armbrust, 2009). It does depend on the security measures you take whether or not it is accessible from all over the world.

6.3 Chapter summary
Two advantages of cloud computing are its flexibility and the lower pricing. These two main benefits provide a way to even more thinkable advantages. The flexibility allows small capital organizations to reach the performance of multinationals. This is because there are no initial investments necessary to obtain cloud computing. The flexibility decreases costs and increases performance. Whenever necessary additional IT can be obtained in a simple way. The next chapter is part of the empirical data. There we discuss information obtained from interviews.
Empirical data introduction

This part contains all the information obtained from interviews with different organizations. In addition to these interviews we used literature both found on the internet and provided by the organizations. These are scientific papers, white papers and company materials.
The organizations where chosen because they are all in a different market segment, and still relate to cloud computing. Also they differ in size and so we have a selection that covers different sectors in IT regarding cloud computing. The three interviews eventually resulted in similar answers, a fourth conversation with a cloud-provider via chat and telephone confirmed the same results as the three interviewed organizations. Therefore discussing the first three interviews is sufficient for this Thesis.

‘Total web boost’ was chosen because it is a small IT intensive organization. Their core business is realized through the use of IT. Their products also need IT to work. They are currently a small business and have potential to grow. They fit perfectly in this thesis profile. They are a good example for making a cost analysis which follows at the end of chapter 7.

The next chapter is about ‘Betabit’. This company is also an IT organization. They use IT to perform their core business activities. To be more precise, they are currently using cloud computing in their projects. They use it for their customers when implementing solutions. For them, cloud computing should meet their own security standards and also their client’s. Besides that they must see benefits in using it for themselves and for their clients.

Chapter nine is about Rackspace. They are a cloud provider/developer. It is very important to also have a cloud provider’s say in this thesis. Useful information was obtained about the cloud that isn’t always to be found on the internet.

7 Small IT company: Total web boost
This chapter is based on both an interview and available literature in the area of cloud computing regarding risks, benefits and security. The interview took place with a small IT company with less than 20 employees. This chapter points out some background information about the organization. Most important is their current use of IT and how they secure that. After this we discuss how cloud computing could benefit the organization, what new issues cloud computing could bring to this organization, how security of a cloud compares to their current security and how their infrastructure would change.  At the end we try to make an estimation of the costs compared with cloud computing.

7.1 Company history

This company was founded in 2007. It provides financial tools for their clients. These tools usually have financial purposes and help clients to get in contact with financial service providers. These tools can be seen as portals which are hosted on the internet. The tools they create are specifically focused on their clients and are free available. Essentially, the financial service providers have outsourced their client recruitment to this company. They use internet as a tool, not as a goal. The clients are usually recruited via internet and then linked with the financial service providers.

7.2 Current use of IT

There have been changes lately in the IT of this company. A few years ago they had a server standing in the building where they are operating. They had an area reserved which contained the servers for running the applications in their office, and servers for hosting their websites. These servers where very noisy and they decided to move their IT. They currently their servers placed at a server provider. One server is dedicated to host all their data and software for daily routines. Other servers at another server provider are dedicated for their websites. Their office server hosts windows. Through an internet connection the server is able to connect with their office. In their office they use WLAN to connect their client laptops and desktop computers.

An important development is that they want to change from using analog telephone lines to VOIP. It is difficult to go realize this because VOIP usually requires several lines and a least amount of usage to really be more profitable than traditional lines. Therefore they tend to move to mobile phone connections. These mobile devices could then also connect to the network of their company.

In doing their daily routine, they use several software packages; both open sourced as paid services. They use PHP in combination with the application Eclipse to develop their websites. Besides this they use the standard office package which contains Word, Excel, PowerPoint, Microsoft Publisher etc. Important not to forget is of course the use of their windows based server. Their websites are often custom coded, because freely available coding applications do not provide a certain standard of security. They are free available to anyone. People with bad intentions could easily create codes based on this freeware and then hack into pre-coded websites.  They also use virus scan and firewall software, but this is inevitable for any thick desktop pc or laptop. They try to maintain these up to date trough service contracts. 

7.3 Current security handling

As mentioned above, their simplest form of security begins with anti-virus and firewall software. This basic software is sufficient for any personal pc user. For a company such as this one it is not sufficient. There are a lot more requirements in security in order to guarantee a certain degree of safety.

The connection established between their office and their servers provides a security risk. First of all their services are only focused at the Netherlands, therefore they have used an IP blockade in their servers. This means that anyone trying to do harm from other with IP addresses of foreign countries cannot access their servers, simply because the server does not allow these IP addresses to have access. It is in theory not possible for a Japanese hacker from japan to hack into their server.

The connection between office and server is also secured by the software that is used to make the remote desktop connection. Remote desktop connection has a build-in security measure that shouldn’t make it possible to connect to this link without password and usernames.

As mentioned before, they make custom websites. This means that there are no codes used which are available from the internet. Usually freely available code, such as a simple contact form, is poorly coded and contains low quality. They are easy to manipulate by people with bad intentions. Coding everything themselves with the help of the software packet Eclipse should provide enough security for keeping out hackers from their websites. The security of the servers hosting their websites is not in their hands. The security and all other agreements about the server are mentioned in a service contract with the server provider. This contract guarantees a certain amount of uptime, quality and safety.

Besides the security contracts they also pay attention to use strong passwords. This brings us to the next point of human interference in security. Hacking does not occur purely trough software anymore. People are often the weakest link when it comes to hacking. They tend to write down passwords anywhere or store them in their personal computer on the desktop etc. It is important for the managers to keep a good overview of their employees and their passwords. Obviously it is also important to have reliable employees that do not share their passwords with third parties. Such reliability though is not easy to find out on beforehand.
A last measure for security is to split up the access rights in all the systems for different employees. Not all employees need access to all the data and software or have to be able to make changes in the data. Some accounts are more restricted than others. Essentially they get only access to the data they need to perform their job.

7.4 Current issues

They have outsourced their servers so they are not responsible for keeping these up and running. They outsourced their company data into servers that are in hands of the server providers. They haven’t had any problems yet, but even though they have service contracts with these providers it could be possible that servers go down for a certain amount of time. It is then out of the power of TWB to do something about this. Everything what needs to be done when a server goes down is all stated in their service contract.

More problems they found arose when they were growing as a company. It is easy to purchase new client hardware, but the amount of data transfer increases, so the server gets more heavily used. At a certain point you need to have more servers to cope with this growing amount of data. A new server then needs to be purchased again and data needs to be integrated in this other server. This process takes a long time and is not very efficient.
Password control is with some employees poor. They store their passwords on their personal desktop pc or laptop. These are relatively easy to break in to, resulting in possession of passwords and access to critical data by third parties. The chain is as strong as the weakest link, and in this case the weakest link is the human. All security measures are useless when an employee does not use and save his passwords with care.

Most employees know how to work with the software packets they are using at TWB. They do usually not know how to fix something when software is defect. They need an IT expert to come and solve the problem. It would be easier if this could be realized from a distance trough an internet connection.
7.5 Comparison with Literature Cloud Computing 

Benefits

TWB sees potential benefits in flexibility of adding new soft or hardware. Maybe even the whole infrastructure. They do not expect any cost advantages from Cloud computing. They think implementation and maybe training for employees will raise costs.
When we take a good look at this organization we can detect some possible benefits when using cloud computing. We try to apply the literature to the situation of TWB is order to say something useful about the benefits of cloud computing compared with their current situation.

This company would clearly have benefits of using the cloud as a software provider. In general they use several software packages in order to keep their office running and their websites online. Kunze et al (2008) mention that SaaS is a piece of software (application) which can be accessed through the internet. These pieces of software are hosted in the cloud servers. Users do not need to install this on their own client computers. It eliminates expects such as installation difficulties and maintenance. Also the purchase costs of the rights to use these pieces of software are just a fraction of what the real licenses costs when a user wants to buy them. The cloud provides great flexibility because the software can be purchased for whenever necessary. This means that when the company decides to only use software for one certain project it can purchase the access rights for several weeks. This is a huge cost advantage over having to buy the entire license of software.
Another good application for TWB would be to use the cloud as infrastructure. They recently already decide to move away their own servers from their own office to a server provider. In essence it would be the same to move their servers into the cloud with those advantages that they can also use Saas for their software. As Viega (2009) states that the use of the virtual machines that are running can be controlled. They can grow and shrink whenever necessary. With higher workload the virtual machines can easily be scaled to the requirements. This eliminates unnecessary resources for incidental peak usage with the traditional way of IT and saves IT expenses. Currently TWB uses remote desktop software to connect to their office servers and/or website servers. Switching their current work method into the cloud would not be a great change for the users (employees). Off course there will be some changes internally.
Issues

Currently they have outsourced their server hosting and maintenance. This means that they have their core data running through a third party. This is not directly an issue but is more expensive than doing the same with cloud computing. Cloud computing does the same as an external server provider. The difference with cloud computing though is that they are more reliable than a simple server provider; even when a good service contract is obtained. Cloud computing has more backup possibilities and resources in the cloud itself than a server provider has on its own servers. These possibilities origin from Infrastructure as a service as Foster et al (2008) explains. IaaS provides software and hardware in order to deliver application environments. More important is that the infrastructure can easily be scaled dynamically in relation to the application resources needs. From this point of view whenever a server in the cloud crashes it can obtain other servers dynamically so that there is no downtime for the cloud clients.

This point brings us also to the next issue with expanding the company. New client hardware such as laptops and desktop PC’s are inevitable, and can easily be purchased. Adapting new servers to the growing amount of data transfer and growing amount of client is less convenient. New servers need to be combined with the current ones and data needs to be integrated. As Foster et al (2008) explain when there is a contract made about using infrastructure as a service there is a permanent dynamically available infrastructure. This infrastructure can also easily be expanded to use more data transfer in the application used by the growing amount of clients. 

When you look at current handling and maintenance of their current IT systems there is a huge flaw. Whenever something goes wrong with their IT they need an IT expert to come by in order to solve their problems. This is because of the server-client infrastructure they are currently using. This makes it impossible to fix any problems from distance. When connected to the cloud it is easier to fix problems by the cloud provider from distance. This is because the cloud provider always has access to his entire cloud, depending on what requirements have been made in the service contract.
Security

Currently they use antivirus and firewall software on the lowest level. The clients must always be protected by the use of these pieces of software. This software could also be obtained from a cloud, depending on what services it provides. This would mean though, that the connection to the internet from the client PC’s would have to go through the cloud instead of connected directly to the clients’ pc. There wouldn’t be any huge advantages compared with their current solutions to do so.

For the connections with their server they have IP blockades for foreign countries. This only eliminates attacks from far away. But as mentioned, their market lies in the Netherlands, so this does not really help the fact that it can be hacked from the Netherlands. Someone from the Netherlands would have more benefits of hacking than a foreign person. As T. Mather et al (2009) describe, the cloud provider provides this security for a client. The connection made between clients and cloud is secured by the provider, rather than the client itself. A service level agreement determines the specific security of these connections. It eliminates all the costs made for the remote connections and the security specifications of these connections.
For a part of their core business they use programming software, and try not to use freely available code. This software could easily be run from the cloud as it is not necessary to possess this software yourself. There are a lot of different coding applications and purchasing different would cause unnecessarily costs. Now they are using one application only because they already purchased the licenses for it. In the cloud they could make use of newer or better applications without much extra costs.

They also try to split up rights in the remote servers for different employees. Cloud computing can provide pre specified groups of user. You can assign users to these groups so you do not need to specify every (new) user individually.
7.6 Cost analysis
The current expenses made on IT are estimated at  20.000 euro’s per year. We can divide these costs into several categories and bring this back to monthly costs. Their equipment and maintenance costs are estimated at about 10000 euro’s a year. Licenses and support are estimated at 7000 and 3000 euro’s respectively.
   
Yearly IT costs:

Monthly:

Equipment
5000,-


417,-
Maintenance
5000,-


417,-
Licenses
7000,-


584,-
Support

3000,-


250.-


20.000,-

1668,-      *Monthly costs are the yearly costs divided by 12.
Equipment: In the office there are about 10 to 20 client pc’s to be found. Besides this the costs are about their dedicated servers they use for their IT
Maintenance is calculated over all the equipment they use. Thick client PC’s need more maintenance than thin clients.

Licenses are seen as the software packages they use every year and the license costs that they have to pay a year.
Support is for their servers, client IT and licenses.
In our estimation we use the prices of a cloud provider that was in the top 3 results of Google. They provide cloud servers which apply perfectly for this company.
The server with 8192 MB RAM and 320 GB of disk space should be enough for their core business. The average price for this service would be around 340,- Euro’s. This is without bandwidth. An estimation of bandwidth is difficult to say, but we estimate this at 500 GB a month. This would result in an additional 25,- euro’s. Client equipment, maintenance and support is still necessary though and this is being estimated at around 400,- a month. Backup for the systems are necessary and the cloud provider gives the possibility for 80 GB backup servers. This would require 4 constant backup servers. This would result in a total of 320 GB which costs 0.13 Euro a month per GB. The total costs for the backup would then be 35,- euro’s.
Overview:

Monthly costs:
Cloud services:

340,-
Bandwidth:

25,-
Equipment etc.:

550,-
Backup:


35,-
Total


950,-
As we can see, the estimation of cloud computing costs has a significant difference with the current costs. Cloud computing reduces the costs by almost 40% a month and thus provides more flexibility for this organization.
7.7 Case conclusion
‘TWB’ shows to fit the characteristics of cloud computing, they will really benefit from using cloud computing. If we look only at the costs made with their current IT compared with the costs of cloud computing we can detect a significant difference in the favor of cloud computing, 1668,- vs. 950,-. The current systems as they are using could easily be realized with the use of SaaS. Also the system they have now shows some similarities with cloud computing as they have a remote server where they connect to. This is a sort of remote desktop. 

Some of the issues they are having right now can simply be solved with using SaaS. It provides better service and maintenance possibilities and is better scalable. Thanks to the newness of cloud computing there is a lack of thrust in the eyes of the company. Even though in theory cloud computing provides more benefits over their traditional system, and risks are smaller, they as a company would not like to introduce cloud computing in one stage. At first they would like to use cloud computing as an extra service for certain operating parts of their business. The future would show them if cloud computing works as good as in theory and then they might shift towards a more complete solution in the cloud.
8 Medium sized IT company: Betabit
This chapter is based on both an interview with the CEO and available literature. The interview took place with a medium sized IT company with about 100 employees. This chapter points out some background information about the company. More important is their current use of IT and how they secure it themselves, and for their customers. After this we discuss how cloud computing helps the organization in doing their daily routines, what issues cloud computing brings to this company and their clients, how security of a cloud compares to their current security and benefits and risks.  At the end we try to make financial benefit estimation.
8.1 Company history

Betabit was founded in the year 2002 by two brothers. This was during one of the first IT crisis. They managed to keep the organization alive and are now running an innovative company. Their software and IT try to help other organizations in their performance. Betabit has three offices and has a wide reach for clients and contacts. Being innovative means in their opinion to be up to date with latest technologies. They currently are one of the first to join Microsoft in their latest platforms of cloud computing where they develop and build with the help of the azure platform.

8.2 Current use of IT

They use several forms of  IT hard- and soft-ware in their company. To begin with they have their client PC’s which consist of laptop and desktop computers. Laptops need to connect to a network cable the same as desktop computers. They do not have a wireless network because in their opinion this takes out a certain amount of risk. They did not see advantages for using wireless networks for their daily routines.

All their IT is regulated trough in-house servers. So they are not using cloud computing themselves for doing their daily routines in their offices. The servers host different pieces of software and data storage. 

The consultants need development tools for developing software for their clients. These tools are licensed and this organization purchases all the licenses necessary to be able to develop software. Which tools they used exactly is unknown because they did not want to publish that. Their office employees make use of the office package. Especially Excel is often used. Besides office they have a financial bookkeeping application which is provided online. In essence this is a small usage of Saas and cloud computing in their business. The same accounts for the bank package they use. This is also online and a form of software as a service.

Aside these software packages they also have a Customer Relationship tool running on their servers. Also important to mention is their Intranet SharePoint. The last part is their development environment. Their servers host a developing friendly environment in order to develop software for clients.

Whenever they need to purchase new soft or hardware they first evaluate which option is the best one. Then they need to decide whether they implement or add it to their current servers, or they outsource this new IT to a third party.

Now we focus more on the IT use when they are doing projects for clients. They make use of cloud computing. Mostly they use Platform as a Service. This is because their projects usually consist of building pieces of software for their clients. In this case they use Azure provided by Microsoft. It is though important to state, that the software that they create is usually an addition to the current IT an client uses. Cloud computing is in such an early stage that organizations do not trust it enough to replace their current IT with cloud computing. Whenever there is a green field operation, so where a company is starting up, they do tend to use cloud computing as center of IT.

When they finish a project it is usually an addition to the current IT of that particular company. The software they build is tailor made for that specific company. The development of this software is in the PaaS cloud which is connected to that company. The additions of the cloud are most often used for secondary purposes. Primary processes are usually still done by in-house IT. This is because most organizations do not have complete trust in cloud computing yet. They first want to try it out. 

8.3 Current security handling

In order to secure their own data and applications they have different security measures. As almost all software and hardware they use are not obtained from cloud computing but from their own servers, they are themselves responsible for the security. To begin with their own network domain security. This means that the central server uses windows as operating system and connects to a certain group of computers only. Only the client computers within that domain get an account and password combination. Domains make it possible to group the users. This makes it possible to give different rights to different groups, and thus to different users. This means that the rights do not have to be limited user by user, but the can simply be grouped in a sector. Besides this their windows network is off course secured. Important is to note that they do not maintain the server themselves. Maintenance is outsourced to third parties because BB lacks the knowledge and time to do so. Also it would decrease productivity when employees try to maintain the server.

As has been pointed out earlier there is no wireless network to access the servers. This in combination with the physical security makes it hard for outsiders to hack into their servers from close range. Their physical security is maintained using an alarm, Id entrance cards and secured doors which need to be opened from the inside by personnel. Important here is no to forget that even though all these measures are taken, the most important thing is the awareness of the employees. They as a company tend to keep their employees aware of security risk.

For all their client PC’s and server they also use antivirus and firewall software which should prevent breaches from over the internet. They also prohibited the use of non-genuine software on any client computer in the company. They want to use only genuine software, so whenever something goes wrong with the software, the software provider could be held responsible. Besides this they tend to avoid the use of open source software. This software is accessible for anyone, and anyone could manipulate scripts easily.

8.4 Implementation issues

BB implements cloud computing, and specifically PaaS, into other organizations. They have had several projects by now with the use of the Azure platform. Some issues came up when doing these projects. An important issue is knowledge. As cloud computing is fairly new, and has not been implemented very much yet, there are a lot of unknown factors. The first step is to know what they can and cannot do with it. This is sometimes a process of trial and error. Also their work methods have changed over time. With the use of cloud computing there is a different way of testing and connecting the new Platform to the existing company. This is also a knowledge issue.

Next is the thrust in the platform. BB tends to be optimistic, but clients of them could be anxious. It is sometimes difficult to persuade a company into using cloud computing because it is so new, and there are not yet many successful implementations as examples. This creates a more complex IT situation for a client as BB has both in-house IT as cloud computing.

For themselves they are not familiar with support of the Azure platform. They do not know how they will be supported when problems occur with the cloud azure platform, because they haven’t needed it yet.
8.5 Risks and benefits
Some important risks mentioned by BB were that you give up control over your IT systems. When it is in-house, you can simply walk up the physical systems and check everything. You are with cloud computing dependent upon the provider. Besides this it is difficult to monitor scalability. Cloud computing makes it possible to expand computing power whenever necessary, even though with for example flooding attacks this is totally unnecessary. It depends on how good you write your own algorithms in the cloud in order to prevent a massive bill because of a flooding attack.

The important benefits are the factors “Pay-as-you-go”, scalability(Also risk) and standardization. The pay as you go system makes it unnecessary to have a backup system for peak IT usage. There are no fixed costs incurred with peak usage, only variable. This is in essence also the scalability that cloud computing provides. Standardization makes it easy to modify install and manipulate systems.

8.6 Comparison with cloud computing (Literature)

Benefits

BB is already familiar with cloud computing as they use it to develop applications for their clients.  They thus have a sort of thrust in this new technology. All their own IT is regulated with an in-house database, which essentially could be removed with the use of Cloud computing. Mell et al (2009) explain this as cloud computing provides all sort of computing resources such as networks, storage, servers etc. Other office applications they are currently using are purchased by them through licenses. These services could easily be managed by the cloud in the form of SaaS. Think of mailing programs or office applications.

More important is that their Customer Relationship Management application could run in the cloud as it could be computing power intensive depending upon the requests.

Whenever they need new hard or software, they make the decision to take this in-house or outsource it. A better and easier solution is doing so in the cloud. The cloud is way more flexible than an in-house solution and also cheaper than outsourcing to a third party.

For their projects they use cloud computing as a solution. They use mostly PaaS to develop the client’s solutions. As Mell et al (2009) explain, the users of cloud computing do not control the infrastructure. They are able to develop and program applications and configurations in the cloud. This seems to be a working solution as they have done yet several projects using this procedure. They process the cloud computing theory, especially the PaaS, into real life solutions for their clients.

Issues

The problems BB found with implementing cloud computing is that there is a lack of knowledge. Another relevant topic is trust in the technology.  This trust issue is a result of the lack of knowledge. But trust then again also depends on security. So there is a whole network of connections between these issues. Jaeger et al (2010) describe the lack of trust thanks to unclear security and policy regulation of cloud computing. This raises questions such as: ‘What happens to my data when the cloud is running from foreign countries?’, or: ‘How is security handled in the physical locations of the servers?’.

The issues of cloud computing result in another problem. Clients of BB now have to cope with two different systems which have different storage and servers. Connection between these two parts of IT can be hard to realize, think of the unstandardized form of cloud computing. Having everything in the cloud would provide a lot more advantages than just with a single part of IT. 

Security

Currently they have a windows server that only provides access to predetermined computers. Imaginable is that there are several steps necessary to remove or add a client in this network. Cloud computing provides a much better solution with easily groupable users with own passwords and usernames. The maintenance of their systems is the outsourced, whereas with cloud computing the maintenance is already in the price of the use of cloud computing. The cloud provider copes with that.

There is no substitute for physical security provided by cloud computing. Cloud access can be arranged in such a way that it is only accessible during certain time. Meaning that in the middle of the night the cloud is not accessible for an organization. Regarding hacking, the physical security with cloud computing would not need that much attention.

Cloud providers always use legal software, so it will never be burdened with illegal software copies. Something what can happen with own severs easily, think of employees installing random downloaded applications. Also the cloud provides only software that is not open source, this already eliminates the provision of open source software for the users of the cloud. At last the cloud can also provide antivirus or firewall software for the (thin) client PC’s

8.7 Costs analysis

As BB sees cloud computing in this stage as a more additional piece of IT, they do not speak of costs. They see cloud computing as a tool that will generate more revenue. They are able to make a distinction whit new organizations where the difference between starting it with in-house IT and cloud computing would be significantly different.

As an example they provided a small cost figure which we discussed during the interview to make up a small cost analysis:

It is an average starting small IT company that will use Azure for their IT compared with traditional IT.

In-house IT

Equipment:
1000,-
Licenses:
500,-
Support:
200,-
Maintenance:
200,-

Equipment being, client PC’s and servers, Licenses: All the used software. Support for their licenses and equipment. Maintenance for their Equipment (and licenses)

Cloud Azure

Equipment:
300,-/600,-
Licenses:
50,-/100,-
Support:
100,-
Maintenance:
50,-
Equipment being mostly thin clients, licenses obtained from the cloud, and support from the cloud. Maintenance costs are for the cloud provider except for client PC maintenance.

*Prices states above are per month.

Total costs In-house IT:
1900,-
Total costs Azure:
450,-/800,- (Prices may vary upon usage of soft and hardware)

As we can see the use of Azure would lower the costs by at least half according to BB. Though on average prices could differ depending on the use of IT in azure. It is off course possible that equipment and license costs could increase further. In this case it is then also expected that revenue would grow. In-house IT is more static and would always cost the same with lower occupation. If there is higher occupation, costs will increase significantly more then with the use of PaaS Azure.
8.8 Case conclusion
This company uses cloud computing as a solution for their customers which shows to be a good solution to them. They are in a way optimistic about this technology and therefore have a certain amount of trust in it. It is important to have trust in the technology in order to implement it. The downside is the lack of knowledge. This causes for some clients of them insecurity and they do not completely trust the new technology. They tend to use Cloud computing than as an extra service instead of a complete take –over. 
For the company itself cloud computing could also be of good help. They think they do not need it because they use it in combination with their clients. But for their own processing loose from their clients, cloud computing could be handy as they use a lot of software in developing their applications. The PaaS azure platform they use for clients could also be a good improvement to their own IT.

9 Cloud computing service provider: Rackspace

This chapter is based on both an interview with an IT manager and available literature. The interview took place with a large IT company with about 500 employees. In the chapter of Rackspace we briefly enlighten the background of this company. More importantly we will discuss what security is important for them as cloud service provider, what kind of services they provide and how it actually works to get into the cloud. We will provide a small pricing overview at the end as it is currently at Rackspace.

9.1 Company history
This organization operates worldwide and has several offices all over the world, the main office is in Sant Antonio and they have over 3000 employees. In essence they are a cloud service provider, providing the three main services Saas PaaS and IaaS. The company began with building applications for end-users, but later on they shifted to a more service oriented company. They noticed the opportunities in hosting. In 1998 the organization started as host for other organizations. Later on in their journey of expanding and developing they shifted to cloud computing.
9.2 Cloud computing
Cloud computing security is an important issue to Rackspace, and also important to the organization that wants to use cloud computing. Compared with security of traditional IT it is at a higher level. The whole cloud is now secured instead of a single datacenter with dedicated servers with own security. The other side that you have with security, is the thrust that people have in the cloud. You as an organization are giving your data and IT in hands of a third party.

This brings us to the next point of reliability. Some providers give a 100% guaranteed up time. This is of course not realizable. Every system has eventually downtime at a certain moment. This accounts also for cloud computing. The statements of this 100% uptime are based on the infrastructure of the cloud. Because when one server goes down, it should shift to another server in order to keep the hard and software running. Therefore there is a high reliability rate for cloud computing compared with the reliability rate of the traditional IT systems.

As we just described above, servers can shift, thanks to the virtual machines. There are no dedicated servers. We can trustfully say that cloud computing has a better performance than traditional IT systems. This is thanks to the capacity increase and the easy scalability. In some exceptional cases it is possible that having everything in the cloud doesn’t provide the fastest performance. In this case usually hybrid solutions are the best option.

It is thinkable that organization lose control when they give their IT into hands of a third party. This depends on the kind of service one takes, and off course this depends on the cloud provider. A cloud provider should be able to standardize the cloud. This in order to prevent a lock-in. These sorts of issues are mentioned in the service level agreement.

As you know by now, cloud computing uses pay as you go pricing. This has proven to be much cheaper than traditional IT. In traditional IT systems, the investments in IT systems are so high, that they the IT can function with peak usage. This peak usage though is only used once every now and then. With cloud computing you do not need to pay for the IT you do not use.
9.3 Security measures

The security of their cloud is handled by a three-way combination. These three main security topics are: the physical security, which stands for securing all access to the cloud and making logs of all access that is made to the cloud. Next is the Operational security that secures the access to important and critical information in the cloud. The last is system security which secures the client systems that the customers use for accessing the cloud.

Physical security follows several different measures. To begin with, the locations where the cloud servers and data centers are stored are only accessible to people who work for the company and only those people who have the authentication to go there. Only technicians have access to these locations. These locations are then secured with camera’s to confirm that only technicians are at those locations. The technicians themselves only get access to these locations with the use of fingerprint scanning technology. As cloud computing is online 24/7, there are employees present 24/7 guaranteeing that no one without authorization accesses these locations. They use security employees to maintain overall security of the locations.

Operational security can be divided into two categories, one for the clients, and one for the own infrastructure. The own security is maintained using certain ISO standards in their processes. Furthermore all the employees working there, have had training about security awareness. They followed training about information security and privacy procedures. Also not all the employees have the same rights and same access. Confidential information is not accessible for all employees, only for those groups that have authorization. Then all employees are being monitored in what they are accessing. All their access requests are being logged.
On the client side there are also security measures. Password control is randomized to prevent the use of easily guessable passwords. These passwords then are encrypted on the storage of Rackspace, not on the clients’ location. The cloud provider also provides logs of access for the clients, just as they have for themselves.

System security is maintained using patches and patched Operating systems. The patches continuously provided,  update the protection for the cloud. Besides this they use dedicated servers, firewalls, and VPN to provide access to people only that have the authorization to access the cloud. Important is to note that they also have DDOS mitigation services. This should prevent a denial of service. Furthermore they assess their security issues with teams.

9.4 Five steps to the cloud

They use a five step plan for a client to prepare themselves for using cloud computing. This five step plan is created in their view, so it is not an overall solution for all organizations that want to use cloud computing.

The first step describes that an organization needs to state their goals. They should apply to the SMART rules. This stands for Specific, Measurable, Attainable, Relevant and Timely. Specific meaning that an organization should not have a goal such as ‘Having fast IT’ or ‘Increase computing power’. It should be more in the trend of ‘ Having the availability of unlimited additional computing power in peak IT usage. Measurable stands for that you should be able to measure the goal. In this case for an organization it could be a response time of IT as a goal. Acceptable refers to that the goals are realistic. There should be no goals such as having instant response from IT all times. Relevant is in relation to the subject. It I about IT, so there should be no goals about customer relationships for example. The timeliness stands for the time span. The implementation phase should take a certain amount of time only.

The next step, which is equally important as the first step states that there must be a clear problem defined. Important is to know what you actually want to move into the cloud, and what expertise you already have for transferring the hard and software to the cloud. Knowing what you want to move to the cloud depends on what you as an organization wish to do. You can put the low risk hard/software in the cloud, or on the other side, the IT with highest costs for example. Doing this all at once is not very smart, because there will be a lack of knowledge to use the cloud in the beginning. A better idea is to start with simple IT and later on, when you have the knowledge about cloud computing, implement the rest of your IT.

The third step is to decide who you want as your cloud service provider. They should be there to provide service to you, and see you as a partner, not just as a client. They have to support you in reaching your goals as you will be dependent on their services for reaching your own goals. Because of the dependency on the cloud provider you should research on beforehand how the company is doing currently and how their history is. How is their service support, their SLA agreements etc. Knowing all this information on beforehand prevents any unpleasant surprises.

Next is the phase where you actually start implementing cloud computing into the  current business processes. A lot of organizations choose to implement (as we discussed before) a low risk piece of software. This gives the possibility to use and try the cloud. There are no ties in using this. When an organization is ready to implement more hardware and software into the cloud there are no difficulties because of the cloud purchasing system. They can easily purchase more server space, and above all they are not bounded with contracts. In this phase though it is crucial to assess how everything works. Lack of knowledge and not being able to learn to work with it results in lower IT performance than before. But whenever an organization is ready, meaning that they are able to work with the cloud, they can start working closely together with the cloud provider. After you have all your IT implemented in the cloud you can determine where you want to make changes. The work methods of the cloud make it easy to make changes as there are no long term commitments

The last step involves determining when you actually enter the cloud. Reasons to think of why using this technology are: Expanding the company, you need additional IT and investing would cost a lot more, and is less flexible than traditional IT. Small or starting organizations have little money and thus cloud computing is relatively cheaper than purchasing in-house IT.

9.5 Risks

In addition to the interview, papers showed a list of possible downtimes during the last years in cloud computing Till (2009). They guarantee cloud computing as a zero-downtime technology. But Wikipedia shows a list of downtime in the cloud provided by Rackspace.

*15-11-2011:  Wikipedia seems to have removed this data from their website for unknown reasons. It might be due to requests from Rackspace. This information is still provided on the net because it is extracted from research papers and social media.

· At around 3:45PM CST December 18, 2009, Rackspace went down. Rackspace experienced an outage for customers using their Dallas-Fort Worth data center - including those of Rackspace Cloud, again. This time, many high profile sites have decided to make alternate plans at other hosting companies to avoid future problems.
· At around 12:35AM CST November 3, 2009, Rackspace experienced an outage for customers using their Dallas-Fort Worth data center - including those of Rackspace Cloud.

· At around 11:30am CST July 7, 2009, Rackspace experienced an outage for customers using their Dallas-Fort Worth data center. Reasons for the outage are currently unknown.

· At around 3:15pm CST June 29, 2009, Rackspace experienced an outage for customers using their Dallas-Fort Worth data center. Some customers experienced downtime for 4.5 hours.

· At around 7:15pm CDT June 10, 2009, Rackspace experienced an outage for customers using their Dallas-Fort Worth data center while transferring power due to severe weather. While doing maintenance on the devices involved in the June 10 outage, Rackspace experience another power outage at 6:10pm CDT June 20, 2009 affecting the same customers.

· At around 7:40pm CST November 12, 2007, Rackspace experienced an outage for some of their customers due to a transformer exploding in a vehicle crash, which caused a partial power outage at the Rackspace data center in Dallas/Fort Worth.

You could compare Rackspace now as the current blackberry service provider. After the downtime of BB in November 2011, they guaranteed that they will never go down again. Such 100% uptime statements are not viable. Such statements are true until something happens. And as Rackspace and Blackberry i.e. showed: Eventually something goes wrong which is not in line with 100% uptime.
The list of Rackspace is obtained with the use of the following different resources:

· "Rackspace Goes Down. Again. Takes The Internet With It. Again." http://www.techcrunch.com/2009/12/18/rackspace-down/. 
· "Downtime At Rackspace Cloud"
http://www.techcrunch.com/2009/11/02/large-scale-downtime-at-rackspace-cloud/. 
· "Someone Needs To Stop Tripping Over The Power Cord At Rackspace". http://www.thttp://en.wikipedia.org/w/extensions/UsabilityInitiative/images/wikiEditor/toolbar/format-ulist.png?0echcrunch.com/2009/07/07/someone-needs-to-stop-tripping-over-the-power-cord-at-rackspace/. 
· "Yes, Rackspace Is Down And So Are Many Of Your Favorite Sites". http://www.techcrunch.com/2009/06/29/yes-rackspace-is-down-and-so-are-many-of-your-favorite-sites/. 
· "Our servers have been down for 4 hours". 

http://twitter.com/shashark/statuses/2263488284. 
In essence they are not able to provide 100% uptime anymore. It would be better in their case to show they have 99,9% uptime and have good alternatives and solutions for when downtime occurs. Now they are just lying to their customers. In my opinion this is something typically American.

Also I think that Rackspace tries to prevent negative publicity going out. For example as the Wikipedia page has been adapted recently. Also it is important to note that this registered downtime has only been locally and more important the last ones noted are in 2009. Meaning that there are almost 3 years of guaranteed uptime.
9.6 Costs

The costs for an organization having cloud computing begin from 0,01 euro an hour or 0,11 euro for a GB. The prices differ with the service you want. In this case we focus on cloud servers, as cloud files do not really apply to this research.

There are several combinations that vary from low to high performance, containing a certain amount of RAM, and a certain amount of disk space. They provide two different OS, Linux and windows. For this research we focus on the windows version. The prices are as follows:

	Server Ram (Mb)
	Server space (GB)
	Costs per hour
	Estimated costs p. month

	256
	10
	N/A
	N/A

	512
	20
	N/A
	N/A


	1024
	40
	€ 0,06
	43,80

	2048
	80
	€ 0,11
	€ 80,30

	4096
	160
	€ 0,24
	€ 175,20

	8192
	320
	€0,48
	€ 350,40

	15872
	620
	€0,94
	€ 686,20


Table 1: Cloud computing prices (Rackspace 2011)
If we take a look at the estimated costs per month, and you are familiar with IT server costs, you are able to see in a blink of an eye that it is much cheaper than traditional IT. Simple in-house servers with 2048 Mb Ram memory already cost more than 500 € a month. 

Other optional services provided are Back-up, IP addresses, additional licenses and bandwidth. Backups costs 0,12€ a month per GB of storage one needs for its files. Additional IP addresses costs 2,30€ a month. Then the bandwidth, which is important as this is the measure for the access of the cloud. The data in-stream costs 0.06 € and out stream 0,14 €. The additional licenses differ in costs depending on what license it is.

Total costs for one month of continuously running a small server would cost:

Server costs: 0,06 X 744 hours = 44,64 €
Bandwidth in costs: 0,06 X 20 GB = 1,20 €
Bandwidth out costs: 0,14 X 30 GB = 4,20 €
Backup costs: 0,12 X 80 GB = 9,60 €
Total: 59,64

As comparison we take a simple Dell in-house server that you can purchase for 500,- . Next would be the installation costs, maintenance costs, power supply. Upgrades, replacement etc. It is very obvious that a Dell server would cost more money than cloud computing. The money is not the only benefit. Think off when you need more computing power. As you are a customer of Dell you will have to purchase new servers for only peak usage. This will raise costs even more. On the other side, cloud computing is paid by the hour so there is a lot of flexibility for the peak usage of a customer. It can easily upgrade to a faster server.

9.7 Conclusion
Rackspace offers an extensive security provision it its cloud environment. It is based upon three pillars in order to guarantee maximum security for their clients. They have designed a 5 step plan which a company has to follow in general lines when it wants to transform their company into a cloud user. The costs of Rackspace compared with a simple server are significantly different and much more flexible. Next chapter we will discuss the information obtained from the interview with 
10 Extracted Models
In this chapter we extract models from all the previous theory and the interviews. These models would in general lines show how an organization fits in with cloud computing. The two models, the risk and benefit model, can be combined together to see whether it is a good thing to implement cloud computing at all. This is explained in the last paragraph.

10.1 Risk model

From all previous information we can clearly see that risk is a very important factor for entering the cloud. We can now distinguish the sort of cloud computing services into different risk categories. Saas is the most superficial use of cloud computing and depending on the sort of data you use harmless. When using data with low importance in software obtained from the cloud there is not much risk. This risk increases steadily together with the importance of the data. The level of risk does not reach the same level as IaaS or PaaS though because in general the data is mostly exposed to theft rather than influence. 
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Figure 6: Risk Model Cloud computing
That brings us to the risks of PaaS and IaaS which in essence are more risky technologies. They do not only contain software but also a development environment. Meaning that software could actually be manipulated. This is thus, even with data of low importance, a higher risk than with SaaS, were for example the data could only get stolen or read by unwanted parties for example.

IaaS Is of course the most risky cloud service of all three because an organization completely moves their core business to the cloud. Most of the risks concerning IT as they had before are now in hands of the cloud. Depending on what data using the level of risk increases. In general the highest risks are with IaaS.

This model will give a general idea for a company what level of risk they are taking when using a certain cloud service compared to other forms of cloud computing. The scales of both risk level and data importance are relative to one another. Organizations could determine their own scales, but this will give the same information. For example using the simplistic scale of 1 to 10 for data importance and 1 to 20 for risk level. Saas, PaaS and IaaS would get numbers 1, 2 and 3 respectively.
In table form we would get the following values:

	1 Saas
Data Imp.
	
Risk level
	
	2 PaaS
Data Imp.
	
Risk level
	
	3 IaaS
Data Imp.
	
Risk level
	

	0
	0
	
	0
	0
	
	0
	0
	

	1
	1
	
	1
	6
	
	1
	11
	

	2
	2
	
	2
	7
	
	2
	12
	

	3
	3
	
	3
	8
	
	3
	13
	

	4
	4
	
	4
	9
	
	4
	14
	

	5
	5
	
	5
	10
	
	5
	15
	

	6
	6
	
	6
	11
	
	6
	16
	

	7
	7
	
	7
	12
	
	7
	17
	

	8
	8
	
	8
	13
	
	8
	18
	

	9
	9
	
	9
	14
	
	9
	19
	

	10
	10
	
	10
	15
	
	10
	20
	


Table 2: Risk levels cloud computing
From the table and the graph an organization would in general see what level of risk they are taking when choosing the kind of cloud computing service in combination with the data  importance they want to use there.

It is also important to determine what potential benefits they can obtain form using cloud services. This can also be easily determined (in general) with a model. This model is explained and shown in the next paragraph.

10.2 Benefit Model
It is discussable what the benefits of cloud computing are. “Do the risks out whey the benefits?”, that is the question. We do keep in mind that these services have advantages compared than the current solutions in IT. 
In a way we can detect that the law of diminishing returns applies to this model. With SaaS we can detect the highest benefits compared to the current solutions in IT. Off course the law of diminishing returns states, that even though returns diminish, this doesn’t mean right away that returns get negative. In this case we assume that benefits of cloud computing does not get worse than the current IT solutions.
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Figure 7: Benefit model cloud computing
Because we distinguish three different services and put this against the benefits in the graph we get a Z-line (Benefits-service line), but we are able to distinguish implementation differences with different organizations. On the horizontal line we find the different services, they are listed in following order from low benefits to high benefits. Determining on the choices organizations make, they could use both applications from the cloud as both hosted on own servers. They could also choose to use their entire software through the cloud. That is why we are able to generate the so called diminishing returns line. This line essentially means diminishing marginal benefits. Having all the software in the cloud with Saas, meaning high benefits of cloud computing, you are also making yourself dependent on the cloud. This means you are exposed to more risks, as you do not control it anymore. This means thus  that benefits grow diminishing when you put your IT further in the cloud.
	1 Sas
Level of implementation
	
Benefits
	2 Paas

Level of implementation
	
Benefits
	3 IaaS

Level of implementation
	
Benefits

	0
	0
	0
	10,36
	0
	19,16

	1
	1,20
	1
	11,26
	1
	19,84

	2
	2,30
	2
	12,14
	2
	20,50

	3
	3,38
	3
	13,00
	3
	21,14

	4
	4,42
	4
	13,84
	4
	21,76

	5
	5,46
	5
	14,66
	5
	22,36

	6
	6,48
	6
	15,46
	6
	22,94

	7
	7,48
	7
	16,24
	7
	23,50

	8
	8,46
	8
	17,00
	8
	24,04

	9
	9,42
	9
	17,74
	9
	24,56

	10
	10,38
	10
	18,46
	10
	25,06


Table 3: Benefit levels cloud computing
The benefits again are relative to each other, and also related to the risk levels as previously discussed. The levels of Saas, PaaS and IaaS differ from 0 to 10. These are the horizontal parts in the graph. This represents the amount of Cloud computing a company uses in relation to their in-house IT. The benefits are scaled from 0 to 25. In the table you can see again that the law of diminishing returns applies here.
Concluding the two tables, we can see that for any service and level of importance we can say the benefits are higher than the risks. It shows that it is worth implementing cloud computing.
10.3 Combination of models
According the conclusion from the previous two discussed tables we can combine the two tables (and graphs) into one graph. This new graph is made under the assumption that cloud computing provides larger benefits than risks.

This model will show what risks and benefits they can expect in relation to different data and services.
The two models as stated in the previous two paragraphs give an organization a superficial overview of what benefits and risk they can expect in relation to the different cloud services. These models alone provide brief information as a quick overview to compare the services. We do want to try to model these two together. From all the literature and interviews gathered we try to create an overview that shows the relation between the benefits and the risks of cloud computing.
We have already mentioned that the deeper you go into cloud computing and the more important data you enter, the more risk you get. On the other side, when we look at performance, cloud computing always will outperform classical IT. So huge benefits can be obtained from here. What also has been explained is the sort of diminishing return.
In order to make a visual representation of these two models combined, we again used a graph.

[image: image8.png]Risks

Benefit-Risk model

Paas

Benefits laas

Data importance





Figure 8: Benefit-Risk model cloud computing
This 3d graph shows in general how the risks lie in relation to the benefits of cloud computing. The different services are shown here, and are also held against the importance of the data used in a particular service. It is important to state that it is a simplified model of reality and therefore only provides a general view on cloud computing.

The different services Saas, PaaS and IaaS have different stages of implementation as has been shown in the benefits model.

10.4 Chapter Summary
The models created in this chapter are based on all the literature and interviews we have used for this thesis. The models show a quick pointer to anyone who wants to use cloud computing. They can tell in relation to the different services what benefits and risks they can expect when using cloud computing or up (or down) grade to another technology. For example an organization wants to start using platform as a service with very basic data streams. They can compare the risks and benefits they would obtain compared to when they use Saas with basic data streams or IaaS. They can confirm visually that they have more risks than with Saas, but also more benefit expectations. With IaaS they can expect more risks, but also more benefits. The following chapter will provide the thesis conclusions.
11 Conclusions
In this chapter we form the conclusion of this thesis. We give an answer to the sub questions which then again results in the answer on the main question. The questions are answered with the use of the information gathered when making this thesis. The information is extracted from interviews, available literature, and extracted models. As a reminder the main question:

“What effect can the use of Cloud computing have on IT intensive organizations?”
This chapter will be divided into several paragraphs; the following four paragraphs will contain the discussions of the sub-questions and are then followed by the overall conclusion.

11.1 Cloud computing benefits for an organization
The question we will try to answer in this paragraph is:

“How can an organisation benefit from using cloud computing compared to other solutions?”
Cloud computing is a fairly new technology. Traditional IT systems show to be inefficient compared with cloud computing. Centralized mainframe systems, or small distributed systems are currently handling the IT in most organizations. In most cases they can handle this just fine, but worldwide growing use of data is pressuring on the performance of these traditional systems. It requires investments in IT in order to keep up with the growing demand. The problem lies though in the usage of these systems. The systems have unused space reserved for peak usage. This means that these systems usually make about 15-20% use of their total processing power. Only in peak usage some outliers of 90% usage or so are noted. However this happens rarely. In essence there are a lot of high investments made for only incidental use of this IT. And what happens when the total processing power is not able to cope with a certain peak? Here comes Cloud computing as a solution. 
The pay as you go system solves the inflexibility of traditional systems. Whenever an organisation needs additional IT services they can demand this from the Cloud provider. They only need to pay what they use, and when they use it. Furthermore the processing capacity of a cloud is theoretically speaking endless. The cloud is able to assign more processing power whenever necessary. This is because of the distributed network character. There is no single mainframe anymore, but there is a huge cloud with a lot of servers connected to each other. Another point is the costs, compared to traditional IT cloud computing is cheaper as has been shown in the cases discussed in part 2.
11.2 Risks of cloud computing
In this paragraph we will answer the question in relation to issues that come with cloud computing.
“What are possible issues that occur with cloud computing?”

In this research we found several issues that apply to cloud computing, but a lot of them can be dealt with. Though, Cloud computing is new and brings a certain amount of risk due to of unknown factors. This “unknown” part of cloud computing is hard to handle with. It brings a certain amount of risk that a cloud user has to take in to account. As with all new technology there are risks in the beginning. 
Moreover there are possible problems that have to do with legal and privacy issues. Cloud users move their company data to the cloud. The cloud provider stores this data and is partly responsible for it. As an organisation you are thus shifting your company data in a third party’s hands. The security of your company data is then dependent on the security of the cloud provider. A good and clear Service Level Agreement should state exact information about the security in order to guarantee privacy. 
Furthermore, because of the scale of cloud computing, it is important to know where your data is flowing through. When company data flows through another country, it applies to the laws of that country. These laws might overrule the SLA you made with the cloud provider. This is also something which needs to be taken into account when moving towards the cloud. 
Other possible issues important to mention are for example: Lock-in effect, IP-Blockades and downtime and policy changes, which are discussed more in detail in chapter 4.  Another form of issues is related to security risks. These will be discussed in the next paragraph.

11.3 Cloud security risks
 “What are the cloud security risks and how must they be handled?”

The security of the Cloud can be compromised in several ways. Most ways are more technical, and often not solely focussed on cloud computing. Attacks such as XML injections or DDos attacks exist for all servers based technologies. It is up to the cloud provider to secure their cloud for these attacks. DDos attacks for example, could be noticed easily and solved with migration services which would make such an attack harmless. 
Other risks concern browser security. These tools are the access tools to the cloud. Browser security is very well managed, because there are hundreds of millions of people using these browsers. Browser security breaches are noticed rapidly and get updated. Another possible security risk is denial of service, and is usually caused by a hacking attempt or DDos attack. This form of security is also in the hands of the cloud provider
11.4 Infrastructural changes
 “How would cloud computing change an organizations’ IT infrastructure?”
Most IT organizations which have not yet adapted to cloud computing are using mainframes, distributed networks or remote servers. In the first two cases the IT is In-house. Maintenance, upgrades (sabotage) can all be done at the physical location of the organization. Serious downtime of In-house IT will cause direct inoperability of the organisation. The latter, remote servers, shows some similarities with cloud computing. They have moved their in-house IT to a server provider. They manage and maintain the servers where the organization is operating on. The differences are though that there is no pay-as-you-go system nor the flexibility is as high as with cloud computing.

Moving towards cloud computing will cause the current in-house IT to vanish and eventually everything will move into the cloud. It is a very big change and will require a lot of effort and costs in the short run. The entire IT infrastructure will be in hands of the cloud provider (depending upon the sort of service chosen). Organizations with remote servers will not notice to much change in infrastructure, but they will notice the more benefits they have with cloud computing.
In the long run the infrastructure of cloud computing will show and pay off its benefits compared to the traditional IT.
11.5 Risk assessment
“Can the risks of CC be assessed, and what impact do they have on an organization?”

With the help of a risk model we were able to make an assessment. The results brought up four important risks. These are: poor cloud security, denial of service, lock in effect and downtime. These risks can be handled with the help of different measures, some of them we already discussed in the third and fourth paragraph of this chapter. The rest is discussed in chapter four. These risks could have a huge impact on an organization, but the likelihood is still relatively low. Poor cloud security could be disastrous for an organization as other organizations could get access to an organizations’ critical data. Denial of service and downtime cause direct inoperability for client organizations of cloud computing. The lock-in effect makes it hard to transfer to other clouds or services when an organization wants to.
11.6 Conclusion

In this thesis we focus on the customer side of cloud computing. In other words, organisations using cloud computing. Cloud computing showed to be a good technology for small IT organizations, growing IT organizations and even large organizations. The organization size makes no actual difference for when using cloud computing. (The process of moving towards cloud might be more difficult for large organizations though)
The main question we want to answer was:

“What effect can the use of Cloud computing have on IT intensive organizations?”
It is difficult to give a brief answer to this question. In this research we have taken a look into what changes can be expected in shifting from traditional IT to Cloud computing. From the benefit chapter and the interviews we can state that there could be gains in performance and cost reduction with the use of cloud computing. Important to note is that the most important risks as identified in the risk assessment should be clearly mentioned and discussed in a service level agreement.

We were able to describe the most important risks and asses them. On the other side we were able to describe the important benefits of cloud computing. Resulting from these chapters and the interviews we were able to create the models as seen in chapter 10. The benefits outweigh the risks of cloud computing as we could see from the two tables. From there on we can determine what risk and what benefits an organization will have of using cloud computing depending upon the sort of cloud and sort of data. 
From the literature we found that IT organizations using cloud computing will be able to perform better, faster, more flexible and have lower costs compared to traditional IT. Cost calculations made in the interview chapters indeed showed financial benefits. Actual flexibility and higher performance were not measured with these interviews. From the literature we can say, that flexibility and performance increase compared with traditional IT. This is because cloud computing allocates services to where it is needed, so whenever a client request more processing power, the cloud assigns this to him. 
When an organisation wants to expand, there are no difficulties to add additional services. The cloud provider just reallocates the new services. In this way the provider is able to provide certain performance and flexibility. The lower costs are realized because of the Pay-As-You-Go system. You pay what you use. So in peak usage a user pays more, and in low usage times, the user pays less. Expanding your organisation does not require large investments, just a request for more services from the cloud provider. Besides the flexibility and performance, the cloud also provides easy back-ups stored at remote locations. So whenever something goes horrible wrong with the data in an organisation there is easy access to back-ups.

The risks are nonetheless also important, even though the​​​​​​​​ benefits outweigh them. The most important measure for handling the risks is the Service Level Agreement. This is an agreement the user has with the provider. It states all the ins and outs about the cloud and must be accepted by both parties. With the SLA you as a customer of cloud computing can be sure of not being exposed to the risks you don’t want to (if acceptable and viable).
The use of cloud computing is growing as for example Rackspace has shown. They get more and more users, and as it is currently growing cloud computing might be the new future. It is inevitable that this technology will grow further and therefore will be improved. This might even result in even better risk handling in the coming years.
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Appendix A: Interview form

Questions interview Cloud computing
Master thesis
Jordi Bakker
Erasmus Universiteit Rotterdam

Name organization:
Name contact person:
Functie:
E-mail:
Phone nr:

Questions:

Kunt u in het kort iets vertellen over het ontstaan, al dan niet geschiedenis van het bedrijf?

Wat houd uw functie precies in en wat doet u allemaal?

Wat voor soort I(C)T systemen/hardware/software wordt er allemaal gebruikt in het bedrijf?

Hoe werkt dit allemaal samen?

Hoe is de infrastructuur gelegd binnen de verschillende systemen?

Hoe voegen jullie nieuwe hard of software toe aan jullie I(C)T systemen.

Zijn er problemen te ondervinden met de huidige opzet van de I(C)T?


Waar denkt u dat deze problemen aan te wijten zijn?


Wat is de impact van deze problemen?

Hoe is de veiligheid gewaarborgd van jullie huidige systemen?

Wat zijn voor jullie bedrijf belangrijke punten qua veiligheid?

Wat zijn de geschatte kosten die worden gemaakt aan I(c)T?

Bent u bekend met het fenomeen Cloud computing?


Zo ja: 

Denkt u dat u met het gebruik hiervan betere bedrijfsresultaten kunt behalen?




Waarom denkt u van wel of van niet?


(Zo nee:

Uitleg over Cloud computing geven en vragen als bovenstaand stellen)
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