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SECTION 2.2 - Background on Auditing, Protocols, Drills, and Mechanisms for
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2.3.1 Overview of Cybersecurity Models and Frameworks
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SCADA system Confidentiality Integrity Availability Overall impact
Sensor data Low High High High
Statistical data Low Low Low Low
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2.3.2 MARITIME CYBER SECURITY RISK ASSESSMENT MODEL (MaCRA)
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To answer the main research question, how can effective test protocols be designed to assess and
improve crew preparedness concerning cybersecurity threats in the maritime environment
industry? To this end, Semi-structured interviews took place with cybersecurity experts. The goal
was to gain a clear understanding of the current challenges and practices. We also explored
innovative methods to improve cybersecurity readiness for maritime crew members. The interview
questions are structured into thematic categories, each designed to align with specific sub-research

questions and the overarching research objectives.

This question helps to establish the context for crew training by defining the specific threats.

2. How do cyber threats typically manifest on ships, and what early warning signs should
crew members be trained to recognise?

This question addresses the need for training designs that enable early detection.

3. Are there any specific vulnerabilities unique to onboard systems (e.g., ECDIS, PLCs,
or bridge systems)?

This question links cybersecurity training to ship-specific vulnerabilities.
Designing Effective Training Programs

This category explores the elements of a comprehensive training program tailored to maritime
operations.

4. What should a comprehensive cybersecurity training program for maritime crew

members include to enable early detection of threats?
This question addresses the core objective of designing an effective training program.
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5. How can vulnerability testing and cyber threat simulations be effectively integrated
into crew training programs?

Provides actionable insights for training design and protocols.

6. Do you think different crew roles, such as deck officers and engineers, require
specialised cybersecurity training? Why or why not?

Highlights the importance of tailoring training protocols to specific roles onboard ships.
Tools, Techniques, and Methodologies
This section focuses on practical approaches to training delivery.

7. What tools or methodologies would you recommend for training crew members in
recognising and mitigating cyber threats?

This question helps identify practical solutions for training delivery.
Practical Implementation Challenges

This category addresses barriers and solutions for implementing cybersecurity training in real-time
situations.

8. What are the biggest challenges in implementing cybersecurity training programs
onboard ships?
It helps to anticipate and address barriers to adoption.

9.  How can training programs address the varying technical expertise of crew members,
especially those with limited IT knowledge ?
Explores how to make training feasible for crew members with different levels of technical
proficiency.

Contribution to Training Design

The final question is forward-looking and seeks expert input for module development.
10. If you were to design a training module for early detection of cyber threats, what key
elements would you include?

Provides expert recommendations for the design and content of training protocols.
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The interview questions have been carefully designed to align with the research objectives and
provide valuable insights for addressing the sub-research questions. They are structured to explore
the core elements of the Risk-Based Approach, Layered Defence Strategy, and the use of
Proactive Tools discussed in Section 3.2. These questions seek expert insights and practical advice
to create effective training modules. The goal is to boost crew readiness against cybersecurity
threats. The focus is mainly on Technical aspects, including system vulnerabilities and tools and
on human elements , such as crew awareness and preparedness.

This approach ensures a thorough understanding of the challenges and potential solutions. It
emphasizes not only identifying issues but also developing actionable strategies to enhance
cybersecurity resilience in the maritime industry.

The interviews will undergo thematic analysis. This method identifies patterns and themes in the
responses, clarifying the information from participants. The analysis will group similar ideas or
recurring topics relevant to the research objectives. For instance, if several experts emphasize crew

training as crucial for tackling cybersecurity threats, this will emerge as a significant theme.

This process organises insights and aligns them with the main research question and sub-questions.
Thematic analysis effectively extracts meaningful findings, aiding in the design of training

protocols and testing solutions tailored to the maritime industry's challenges.
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By focusing on awareness, preparedness, and proactive measures, this chapter contributes to
building a stronger, more resilient maritime industry that can withstand the growing challenges

of the digital age (Working, 2020).
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5.2.2 Manifestation of Cyber Threats and Early Warning Signs
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5.2.8 Challenges in Implementing Training Programs
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